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Abstract

Cloud computing enables resources to be dynamically provisioned over the Internet to offer multiple
economic advantages and reduce the capital and operational expenditure that an organization can
incur. It is well recognized that to fully realize the economic benefits of cloud computing, security and
trust issues must be addressed. These new cloud platforms open additional exposure to threats
against data, reputation, and systems. These threats arise through attacks such as data-stealing,
malware, web attacks, phishing, spam, Trojan, viruses, worms, bots, etc. Virtualization and multi-
tenant cloud computing raise new infrastructure issues that security providers must consider when

securing the multi-tenant cloud infrastructure against these threats. [1 2]

This article discusses security threats that organizations face while deploying and using multi-tenant
cloud computing infrastructures. Provided are real-world examples of DDoS attacks, Man-in-Middle
attacks, and attack tools that cyber criminals use to exploit vulnerabilities in multi-tenant cloud

environments, as well as recommendations for best security practices.

Introduction

Multi-tenancy is an important part of leading cloud computing offerings. It enables cloud providers to
leverage cost effectiveness to be shared and pool resources to be built on a single code base. [3]
This model introduces security threats because the same hardware is shared with multiple client
machines. In a multi-tenant environment, different organizations may own different Virtual Machines
(VM) but these are all located on the same underlying physical infrastructure with only a virtual
separation between the organizations. Data and information is one of the largest strategic assets
owned by any company; if this data cannot be secured, multi-tenancy will not be a viable solution. It
is very important to analyze the security issues with multitenant environments, set up proactive

monitoring, and follow best practices to control security attacks. [3 4]

In a multi-tenant environment, communication between the VM’s on the same host are not
monitored.[4] As shown in Figure 1, all VM’s are hosted on a single ESXi server. For example, VM2

can talk to VM3 as the inter-VM traffic will not be monitored and restricted by default.
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Figure 1: ESxi Server — Multitenant architecture overview

Before choosing the cloud technology it is important to understand the risks involved in moving to
cloud. Risk assessment should be carried out before handing over control to the cloud provider. A
major impediment to cloud computing is calculating added risk from all known and unknown sources.
Understanding the amount of risk an organization can tolerate depends on assessing the security
requirements and how information assets such as data, applications, and processes are valued. The

most important risks in multi-tenant cloud environment are: [8, 15]

¢ Information Assets and Risk

e Privacy and Confidentiality Concerns
o Data Governance

o Customer’s security expectations

e Malicious insider

Multi-tenancy makes use of virtualization technologies to increase load balancing, resource
utilization, scalability, and reliability. This allows cloud service providers to maximize use of their
infrastructure by multiplexing their physical machines with virtualization and then assigning the VM’s
to different clients when required. This will lead to different users using the same infrastructure.
There is a possibility that an attacker can rent one of the VMs and pose several potential threats to

the infrastructure. [10]

Critical Security threats to Cloud Security

Multi-tenancy is a technology where more than one organization’s applications and data are hosted
on the same infrastructure. [11] Multi-tenant technology is widely used in cloud computing due to its
economic benefits. Per CSA guidelines, the top security threats to cloud security are: [1]

Insecure API’s and Interface Cloud providers will provide a set of software interfaces or API's to
customers for managing and interacting with cloud services. Security on the cloud services depends

on these API’s and should be protected from malicious attempts. [1]
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Malicious Insiders This is a well-known threat to most organizations. The roles and responsibilities
should be clearly defined for cloud management users. There should be a process that defines
strong authentication and authorization mechanisms. Transparency is required for overall

information security, management practices, and compliance reporting. [1]

Data Loss/Leakage Data can be compromised at many stages. For example, deletion or alteration
of data without records or backup is considered as data loss. Loss of encoding key will result in
effective destruction. The most important aspect is to prevent unauthorized users to gain access to

sensitive information. [1]

Account, Service, and Traffic Hijacking User credentials are often reused which increases the
impact of these attacks. If an intruder gains access to user credentials they can monitor user
activities, transactions, access sensitive data and return false information, and redirect users to
different sites. Strong two-level authentication techniques need to be implemented wherever

possible. Additionally, proactive monitoring is required to detect unauthorized activity. [1]

Abuse and Nefarious Use of Cloud Computing A few laaS providers offer customers unlimited
network, compute, and storage capacity where any user can register with a valid credit/debit card
and use the cloud services immediately. Some cloud providers offer free limited trial packages.
Spammers, malicious code authors, and other cyber criminals are able to hack into the systems
using such trial packages and perform password and key cracking, Distributed Denial of Service
(DDOS) attacks, host malicious data, build rainbow tables, CAPTCHA codes, etc. [1]

Unknown Risk Profile Organizations using cloud computing are less involved in hardware and
software ownership. Still, organizations should be aware of security practices, security compliance
and configuration hardening, patching, auditing and logging. Security should always be at the top of
the priority list. [1]

Shared Technology Issues: Cloud technology is based on shared infrastructure. Flaws may enable
guest operating systems to gain unauthorized access. To ensure that customers do not tread on

another’s territory, a strong isolation mechanism and monitoring is required. [1]
Security issues with Multi-tenant Cloud environments

Multi-tenant architecture allows multiple VMs to run on a single host (ESXi). In multi-tenant
environments, hackers and the attacked machine can be present in the same location. This provides
the attacker with unparalleled access to other VMs. The dependency of all VMs on a single

hypervisor will bring new security challenges. With multi-tenant technology gaining more popularity,
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the attack vector on the ESX host is increasing considerably. Hackers use DDoS and MIMT attacks
to bring down a service or steal user data. Physical separation and hardware-based security cannot

stop these types of attacks between VMs on the same ESXi server. [12]

Overview of security attacks in Multi-Tenant cloud computing

DDoS Attacks

A DDoS attack is an attempt to make a resource unavailable to its end users. This type of attack
typically targets the services hosted on high profile webservers, i.e. credit card payment gateways,
bank sites, etc. In a DDoS attack, incoming traffic floods the victim from many different sources,
potentially hundreds, thousands, or even more. [13 14] This effectively makes it impossible to stop
the DDOS attack simply by restricting a single IP address. As well, it is very difficult to distinguish
normal user traffic from attack traffic when spread across so many points of origin. With DDoS
attacks, hackers target bandwidth, processing power, and storage capacities of a cloud network
which brings down the hosted web services on the target host. DDoS attacks typically target one of
the following:

o Exhaust bandwidth, disk space, processor usage and memory usage
o Disruptions of services hosted on a high profile Web Server
e Disrupting communication media between end user and victim, so that they can no longer

communicate with each other

Launching a DDoS attack from multiple sources will bombard the target with multiple requests,
overloading the target. It is difficult to track the DDoS attack as it will be launched from multiple
locations. DDoS attacks are quite scary; they are easy to execute and difficult to find the source. [14]
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Figure 2: Overview of DDoS attacks
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The attacker sends a request to the victim using packets with
the source address that is unreachable for the victim. The
victim server will try to respond to the connection request and
use its resources to process the request, but the connection

TCP SYN flood attack never completes.

The attacker sends forged ICMP packets to broadcast
addresses of vulnerable networks. All the systems on the
Smurf IP attack network send a reply, exhausting the available bandwidth
available in the network.

The attacker sends a UDP packet to the victim on a random
port or a range of ports. When the attacker receives the reply,
it will determine which application is listening on the victim’s
destination port

UDP flood attack When the attacker realizes that there is no application waiting
on the random port, it will generate an ICMP destination
unreachable request and send it to the fake source address.

The attacker sends an ICMP packet to the victim that is larger
than the size of normal packet. When the victim receives the
Ping of Death packet, it will attempt to re-assemble it. Since the packet size
is too large than the actual size, the victim will not be able to
process the request, thus causing the victim to crash or
reboot.

The attacker sends two fragments of packets that cannot be
re-assembled properly by manipulating the offset value of the
Teardrop packet, thus the victim will crash or reboot.

The attacker sends a forged packet to the victim using the
victim’s address as both the destination and source IP
Land addresses. The victim will be confused and will crash or
reboot.

Table 1: Common DDoS attack types: [14]

Real-Time examples of DDoS attacks

1. Hackers hit the Nasdaq Stock Exchange with a DDoS attack. As a result, NASDAQ was down for
three hours. An Iranian hacking group—Cyber Fighters—claimed credit for orchestrating
sophisticated attacks that have overwhelmed the expensive security systems U.S. banks have put in
place to keep their online banking services up and secure. Complete details about this attack can be

found in hacker news bulletin.
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2. Attackers hit one American bank after another. As a result of so many attacks, dozens of online
banking sites slowed down, hiccupped, or ground to a halt before recovering several minutes later.
These clouds are run mostly by Amazon and Google. Many smaller players have also started renting
cloud services to other companies. It appears the hackers remotely hijacked some of these clouds
and used the computing power to take down American banking sites. Complete details about this

attack can be found in NY Times report.

3. In the US, six major American banks — Wells Fargo, Bank of America, JP Morgan Chase, US
Bank, CITI Group, and PNC were hit by a wave of computer attacks in 2012. A group claimed
responsibility that has ties to the Middle East. At the time of the attack, users were unable to access
their accounts, pay bills online, and became upset because the banks did not provide information on
what was happening. The banks were under DDoS attacks, in which the hackers generated huge
traffic that hit the web site until it was flooded and shut down. Complete details about this attack can

be found in NY Times Report.

Man-in-the-Middle Attacks

With Man-in-the-Middle (MITM), attackers intrude into an existing communication and inject false
information by eavesdropping, intruding into a connection, intercepting messages, and selectively
modifying data. [16]

The MITM attack uses ARP spoofing to trick System A into thinking that it is communicating with
System B and System B into thinking that it is communicating with System A. The attack initially
starts with sniffing and eavesdropping on a network stream, and ends with trying to alter, forge, or

reroute the intercepted data.

There are 2 types of MITM attack; Active and Passive. [17] In an active attack, the communication is
entirely controlled by the attacker. In a passive attack, the attacker can view the user’s traffic and

steal the most valuable user data and session cookies.

Along with ARP spoofing, a MITM attack uses DNS spoofing and SSL strip to hijack the
communication. There are many tools for ARP spoofing, which can inject false information about the
user MAC address and can poison the ARP. The attacker sends an ARP packet to update the MAC
address of the attacker host as default gateway. Consequently, all traffic will be redirected to the

attacker machine. [16]
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ministrator: Command Prompt

\Users\Administrator>
C:\Users\Administrator>arp —a

Interface: 18.31.137.238 —— Bxb
Internet Address Physical Address
18.31.137.149 BB-58-56—-a3—-2a—-26
16.31.138.118 #8-58-56—a3-2a—-26
224.0.08.252 B81-80-5e-86-86—-fc

C:\Users\Administrator)

Figure 3: ARP poisoning overview

Figure 3 shows the MAC address of two hosts are the same. The attacker forces the victim to update
the wrong MAC address through a duplicate ARP packet, resulting in the attacker receiving all the
traffic intended to a different target. DNS spoofing is another technique in which the attacker supplies
false DNS information to a victim in order to redirect the entire traffic to the attacker machine. [17]

Sensitive information such as bank account numbers and passwords are exchanged over the
internet. The protocol used to protect such information is HTTPS which provides encryption between
the web server and browser. When a secure site is visited, HTTPS will appear in the browser with a
lock icon in the browser’s address field. This mechanism works well most times, but it can be

compromised by a method called eavesdropping. [17]

The certificate provided by a bank will be authorized by a Certificate authority (CA) to validate that
the certificate belongs to the bank. In a few cases, the connection will be breached by telling the
browser to accept a new certificate. In some organizations, employers install special certificates that

enable IT departments to intercept HTTPS traffic and monitor employee activity.

BANK Website

1. Hi,Please identify your self

\ ‘ —_—
"'\"\: 2. Here’s my certificate
Browser 3. The certificates matched, lets share
keys and encrypt the data

Figure 4: Secure communication using HTTPS
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Figure 5: Hijacked Communication overview — Man-in-the-Middle attack

When an HTTP session is breached, the user may access what they believe to be a "secure" site
and will be fooled into thinking that there is an end-to-end secure HTTPS session. In fact, the
browser is just creating a secure session with an intermediate "MITM" server, where all activities are

monitored. [17]

Real-Time examples of Man-in-Middle attacks
1. European Parliament Shuts Its Public Wi-Fi After Discovering Man-in-the-Middle Attack

(November 27 & 28, 2013):
European Parliament turned off its public Wi-Fi in Strasbourg, France after discovering that a
Man-in-the-Middle attack captured communications between mobile phones and Wi-Fi
network. The entire parliament Wi-Fi network was shut down to install the certificates by IT.
This attack took place in November 27/28, 2013. Complete details about this attack can be
found in SANS Newsletter.

2. Bitcointalk.org Forum Targeted by DNS Redirect and DDoS Attacks (December 2, 2013):
Bitcointalk organization users were urged not to log in to their accounts because of a redirect
attack. The hacker managed to redirect the traffic to a different address using DNS attacks
and captured user login information of those who logged in to their accounts on December 1
and 2. Bitcointalk organization took appropriate steps and cautioned users not to log in to
their accounts as they are moving their accounts to a different registrar. The forum was
targeted with DDoS attacks as well. Complete details about this attack can be found in SANS

Newsletter.
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Determining Co-Residence in a Multi-tenant environment

Multiple organizations share same hardware—hypervisor, physical server, network, and storage—to
manage their workloads and data. All workloads run on a virtualized infrastructure in cloud
computing. The cloud service provider will have full access to all components such as storage,
network, and data. Data breached in cloud will result in financial loss, damage to enterprise brand

value, and will impose heavy fines on the cloud service provider as per their country’s law. [18]

Co-existing on a public cloud

Cloud providers maximize the use of their infrastructure by multiplexing the physical machines with a
virtualization concept known as Multi-Tenant technology, which enables assignment of different VM'’s
to different clients when required. This leads to different user’s co-existing in the same environment,
which poses a potential threat. [19] An attacker can rent one of these VMs and compromise other
machines on the same server by selecting the target, placing malicious code on it, and attacking the

other machines.

3 steps to attack multi-tenant cloud environments:
1. Locate the target VM and place a malicious VM next to it.
2. Gather information about the target VM.
3. Compromise the target VM using various attack mechanisms.

Step 1: Locate and Place: Cloud service providers usually provide an internal DNS service to map
public to private IP addresses. First, it is necessary to enumerate the public service using external
probes. Second, map the IP addresses of the public services to their internal IP addresses. To
determine the location of a target, attackers can use network-based checks, such as performing a
route trace to the target and checking the number of hops, or using side-channel vulnerabilities to

analyze possible co-residence. [19]

Step 2: Gather Information: Once the malicious VM is placed near the target VM, information about
the target VM is gathered through different side-channels such as measuring the cache usage or
estimating traffic rate. This could provide valuable information for accomplishing the last phase of the

attack; compromising the target. [19]

Step 3: Compromise: Finally, the target VM can be compromised using either of two vectors. The
attacker might decide to attack the VM directly through the compromise of side-channels such as
memory or virtual networks. An attacker could compromise the hypervisor, thereby gaining access to

all the resources and obtaining full control of the physical machine. [19]
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In multi-tenant environments, the attacker first analyzes the infrastructure details, places a malicious
VM, and attacks other virtual machines. This is explained in the next section by real time testing in a

lab environment.

Simulation of Security attacks in test environment

A sample multi-tenant environment is deployed to simulate DDoS and MITM attacks. The attacks are
initiated from CITINTRUDER by collecting all the required details about the web server. The
infrastructure details are listed below.

Name IP address Type Deployed
Applications

CIT-WEBSERVER 10.X.X.X Web server Simple Spring Web
Application

CIT-ENDUSER 10.x.X.X End User Smarter Stats

CIT-INTRUDER 10.x.X.X Hacker Low Orbit lon Canon,
Burp Proxy

1. List of Virtual Machines

1. CIT-Webserver: An insecure http web application with simple authentication is deployed on
this server using Spring Suite software. The URL used to access this web application is:

http://citwebserver:8080/SampleSpring. Once the user is authenticated successfully, the user

is redirected to a different page the user is entitled to. The Webserver listens on port 8080.

2. CIT-Enduser: This virtual machine is used to access the Web Application deployed on the
server. Smarter Stats is installed on this machine. This tool will analyze the Web Server
traffic and provide Web site statistics such as visitor details based on GEO and used
bandwidth, notifying administrators if there is suspicious activity on the website.

3. CIT-Intruder: This virtual machine is used to simulate DDoS and MIMT attacks present on
the same ESXi server. To simulate a DDoS attack, Low-Orbit-lon-Cannon tool is used; to
simulate a MIMT attack, Burp Suite is used. Advanced IP scanner and nmap (port scanner) is

used to find the available resources in the network.

Architecture overview
All the VMs are hosted on a single ESXi host. By default, the traffic between these VMs are not
monitored or filtered. CITWEBSERVER is hosted on Guest 1, CITENDUSER is hosted on Guest 2,
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and CITINTRUDER is hosted on Guest 3. All three hosts are discovered via Watch4Net monitoring
tool. This tool will collect and report real-time statistics i.e. CPU usage, memory usage and disk

usage, etc. for all the VMs.

A non-secure web application is hosted on the web server for testing. In this research, the sample
web site DDoS and MITM attacks are generated using the available tools to demonstrate the
security threats ina multi-tenant environment. Guest 3, the attacker machine in this design, uses

various tools to find the resources around it and exploit the target by DDoS and MITM attacks.

Guest 1 Guest2 Guest 3

t— N g
| _ X7
v viMm vm -
Guest 1 Guest 2
LAN
ESX| Server

Web Server | End User

Guest 3 %’/

Hacker
Machine

Figure 6: Project architecture overview

Security Attack tools used in this research
Low-Orbit-lon-Cannon: An open source network stress testing and distributed denial-of-service

attack application, this tool can flood simultaneous ping requests based on hostname or IP

address and port which makes the target unresponsive at the time of attack.

To start a DDoS attack, the IP address of the host is required. If the complete web site address is

available, it can be used to target a web server directly based on that port.

2014 EMC Proven Professional Knowledge Sharing 16


http://en.wikipedia.org/wiki/Low_Orbit_Ion_Cannon

W 1avalOIC

\CowlOrbit

| ?}
L % y

Figure 7 Low-Orbit-lon-Cannon — DDoS attack tool

Burp Suite: A Java application that can be used to secure or crack web applications. This

tool can listen in on the specified port and is capable of intercepting/modifying the requests
received on that port.

| 4 Burp Suite Free Edition vi1.5 - =1 <
Burp Inbruder Repasataer Window Halp
J Target J FProxy ] Splder l Socanner l Intruder l Rapeater l Sequencer l Decoder ] Comparer l Options l Alerts l

_]‘Inleroopi A] History l options |

| intercept s on | 22 ]

T

-
|

J U e ()

0 matches

Figure 8: Burp Suite — Security testing tool
Actual Implementation
Step 1: Probing the network

Scan the network and find the IP addresses using Advanced IP scanner that are reachable from the
intruder machine (CIT-INTRUDER). This tool will send anonymous ping requests based on the

specified subnet and find the IPs that are reachable and the resources that are shared from that IP.
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A depiction of Advanced IP Scanner’s ability to find the other 2 IPs that are reachable from this

machine are shown in Figure 9.

AP Advanced 11 Se T ES
File  Actions  Settings  View  Halp

[ scan ll| -l PG ‘ !_.1‘ “‘;“‘ = [ ¥ By
[10.31.137.100-10.31.130.120 |

Resulte | mavorites |

Hranis INnme ‘ L ] Manufacturer ] MAC Al ess I
Lee citenduser 10,31, 137,199 VMware, Inc 00: M0 56 A 24126
. citintruder 10,31, 137,230 VMware, Inc 001501 56:A3:183:1C

H."."‘ citwabverver 10,31, 138,110 VMware, Inc 00:50: 561 A3 4C:IBOD
| Uners

Jalive, 0 depd, 272 unhnown

Figure 9: Advanced IP scanner

Step 2: Probing the ports on Web Server

Find the open ports on target host (citwebserver) using Network Mapper (Nmap) - Port scanner.
Nmap is a free and open source utility for network discovery and security auditing. As per the scan
results from NMAP many ports are open on citwebserver host. By default, Web Server uses 80/8080
ports unless it is changed by the administrator.
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Figure 10: Nmap port scanner

Step 3: Exploiting Web Server through DDoS attack

After collecting all the details of the Webserver, it is attacked (DDoS) on port 8080 using the Low-
Orbit lon Cannon tool. This tool will send thousands of requests simultaneously to Web Server on
port 8080, making the resources hosted on the Web Server unavailable to its end users. Although
the motive of DDoS attack may vary, it is targeted to temporarily or indefinitely interrupt or suspend
services hosted on a high profile Web Server. In this research project, the website experiences 5 to
10 seconds of delay when under attack. The end-user will be completely unaware about the delay in

website access.
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Figure 11: DDoS attack on Web Server using Low-Orbit lon Cannon

Situations under DDoS attack: All VMs are monitored using the EMC Watch4Net Monitoring tool.
Watch4Net will provide real time monitoring results of all discovered VMs. Figure 12 and 13 show
CPU and memory usage peaks at the time of attack. In this situation, the administrator will be

notified through an email/SNMP trap.

While the administrator will have no idea about the peak utilization of resources, the exact reason
can be found by analyzing Webserver logs. It's determined that the attacker sends thousands of
requests to the website and the Webserver will try to respond to all the requests initiated by this tool

which increases resource utilization.
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Figure 12: CPU usage of Web Server under DDoS attack
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Figure 13 shows memory usage is at its peak when the DDoS attack takes place.
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Figure 13: Memory usage of Web Server under DDoS attack

Step 4: Hijacking the communication through MITM attack

If the end user tries to access the website, the first step is to send an ARP request asking “who is
web server”. The Intruder may reply “I'm the webserver” as ARP does not have any authentication.
For example, if server A wanted to communicate with server B, which has the IP address of 10.x.x.x
and the MAC address of 00-0A-CC-xx-xx-xX, server A would send out an ARP request asking, "Who
is 10.x.x.x?" Then the switch or the operating system would respond, replying with its MAC address,
which is 00-0A-CC-69-89-74. The issue with ARP is that any malicious user could send out an ARP
request instead of the actual server. [18]
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Figure 14: ARP poisoning tool overview through Nighthawk

In this research project, the end user is notified that the actual webserver is an intruder by making an
entry in etc\hosts file, instead of ARP spoofing which is used by ethical hackers. By using Burp Suite,
the traffic is intercepted between webserver and end user from intruder machine. The intruder can
control and intercept or modify the actual data, using this technique to steal valuable data. When the
end user tries to access the website, the request is forwarded to intruder due to the entry in hosts

file.

Phase 1 - Request from End user: If the end user tries to access the Web Page as per the design
in this research project, the request should be forwarded to Web Server. Since the intruder posted

itself as Web Server, the request will be forwarded to it.
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Figure 15: Request from End User

Phase 2 — Actual response: If the end user is authenticated by the web server, the request will be
redirected to another page to which the end user is entitled. The desired response is shown in Figure
16.
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Figure 16: Actual response from Web Server

Phase 3- Modification of Data: The Intruder on CITINTRUDER machine will have complete control
of the communication between the end user and web server. Intruder can modify the data through

Burp Suite and send a new message to the end user as shown in Figure 17.
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Figure 17: Modified response sent to End User

Step 5: Monitoring and notification of DDoS attack

The virtual machine on which Web site is running is discovered by Watch4Net monitoring tool. If the
CPU, memory, or disk usage of Web Server reaches a certain threshold, the administrator will be
notified through email, SNMP trap, etc. The screenshot below (Figure 18) is an overview of the

alerting configuration in Watch4Net.
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Type: Data Filtering

Description: CPU § Memory || Disk Usage

- Description
This operation will fiter the flow of incoming data for this definition. Remember that the
wizard will keep only a samples of the properties so if a property is missing, its not

[ necessarily unknown,

Filter:
device is CT-WEBSERVER

parttype is Memory
or parttype is Processor
ar parttype is Disk

device=="CT-WEBSERVER' & ( parttype=="Memory' |
parttype=="Processor’ | parttype=="Disk' )

| Cancel || ok |

Figure 18: Monitoring Web Server usage and notification through Email/SNMP

As the DDoS attack is carried out on port 8080, malicious traffic is logged in Web Server logs which
can be analyzed by Smarter Stats, Weblog Expert etc. to find visitor details such as IP address,
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number of visits, and bandwidth used to access the website in a graphical format. Screenshots are

available below.

The Web Server logs can be imported to the Smarter Stats tool manually or through FTP links. It

analyzes the data and displays the report in GUI format. Figure 19 shows the number of hits on the

web site and Figure 20 shows the IP address details that accessed the web site.
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Figure 19: Web server traffic analysis through Smarter Stats — # of hits
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Figure 20: Web server traffic analysis through Smarter Stats — IP address details

Site administrators can customize Smarter Stats to send scheduled email reports. This feature is

available in the full version of Smarter Stats.

Proposed Security measures

It is important to monitor all the critical resources in a multi-tenant cloud environment. Prevention is
always better than the cure. With the security measures proposed below, one can easily detect when
a DDoS attack occurs by monitoring the infrastructure. On the other hand, it is difficult to detect
MITM attacks. This can be prevented only by following security measures. The following are security

measures to follow to detect/prevent these attacks in multi-tenant environment.

DDoS

In a DDoOS attac, a single IP address is bombarded with a large amount of traffic. If the IP address
points to Web Server, it may be flooded with the incoming requests resulting in normal traffic unable
to reach the Web Server. Below are the security principles that should be followed to prevent DDoS

attacks in a multi-tenant environment. [13]

1. Use of Firewalls: By default, inter-VM traffic is not monitored in multi-tenant environments.
The Web Server should be placed behind the firewall to ensure that the malicious traffic
cannot reach the Web Server directly. All traffic should be monitored, scanned, and
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authorized before reaching the Web Server. The Web Server should be placed in a DMZ

zone and allow LAN/WAN traffic only after authorization.

Firewall IDS/1PS Web Servers

Virtual Appliance(s)

>

Service
Console

L3 § L3 L3 Wssx
<

Figure 21: Overview of DMZ in a secured environment

VMware
VirtualCenter
Server

There are many tools available in the market such as Pfsense and VMware Vshield. Pfsense can be
deployed as a VM on ESXi server and is an open source firewall.

Features of Pfsense:

o Filter traffic by source and destination IP, IP protocol, source and destination port for
TCP and UDP traffic

o Able to limit simultaneous connections on a per-rule basis

e Option to log or not log traffic matching each rule

e Aliases allow grouping and naming of IPs, networks, and ports. This helps keep your
firewall rule set clean and easy to understand, especially in environments with
multiple IPs and numerous servers

o Pfsense provides RRDtool graphs, visually displaying every operational process in

the box, including WAN/LAN traffic and system processes
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Figure 22: Features of Pfsense
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Figure 23: Traffic overview in Pfsense
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2. Defend the attack at network perimeter

There are a few technical security measures that can be taken to partially minimize the effect of
attack. DDoS attackers use the network as a medium to generate the attack. In multi-tenant
environments, a firewall or IPS can be used to enable access control lists which can help control

or minimize the impact of a DDoS attack.

3. Useof IDS

It is important to monitor malicious traffic like dropped packets, unauthorized access attempts,
and so on. This can be achieved by deploying IDS on a VM and enable promiscuous mode on
the port that is connected to IDS. A promiscuous-enabled port will listen to all traffic on the wire.

Catbird is an example of a security device that can be used to protect the hypervisor.

-
1A Guest 1
i

\ A d
ety IDS device

ESXI Most

Promiscious mode

Figure 24: IDS overview in multitenant environment

4. Bandwidth Consumption

An intruder may consume all available network bandwidth by generating a large number of
packets directed to the network. While these packets are ICMP ECHO packets, in principle they
may be anything.

5. Review Web Server logs
It is important to review the Web Server logs to find visitor details. There are many tools, such as
Smarter Stats and others to review Web Server logs in real time and send reports to the

administrator at scheduled intervals.

6. Physical Security
It is important to protect the physical servers in a data center environment. Attackers who have

access to the physical infrastructure can easily launch attacks and steal the most valuable data.
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7. Contact DDoS Specialist

Sometimes, DDoS attacks will have heavy impact and revenue loss. For example, if a bank site

is affected, revenue loss is high. The best choice to prevent this attack is to contact a DDoS

Mitigation Company. These organizations use a variety of technologies to prevent DDoS attacks

and keep the web site online. DDoS mitigation specialists include:

MIMT

Arbor Networks

Black Lotus
DOSarrest

Prolexic

VeriSign

Although it is difficult to detect a MITM attack, it can be identified by analyzing the

network traffic. However, it is very difficult to analyze thousands of network packets. Preventive

measures that can be used to control MIMT include: [21]

Strong encryption: Using encryption between server and client makes it difficult to
hijack the session. The server can authenticate itself by presenting a certificate and
then the client and server can establish an encrypted channel to send sensitive data.
Use of IDS: The IDS will monitor the network traffic, and if someone tries to hijack the
traffic flow, IDS will notify the administrator. Tools which use the advanced address
resolution protocol (i.e. XARP or ARPON) and measures such as implementing
dynamic host configuration protocol (DHCP) snooping on switches can limit or
prevent ARP spoofing. This in turn can help prevent man in the middle attacks.

Use of certificate checker: While browsing, the user can check if the certificate is
issued by a legitimate CA or if it's a fake certificate issued by some local CA. In

Mozilla browser, Cert Patrol and Perspective are plugins that can check and validate

certificates. These add-ons cannot detect a MITM attack, but can detect if something
is odd about the website certificates.

Configure HTTPS: With HTTPS, it is difficult for hackers to view network traffic.
However, some hackers are able to hack HTTPS-configured Web sites as well. If
HTTPS is configured, the browser will detect and warn, unless the hacker already
compromised the systems.

Session ID’s: It is important to configure session ID’s for all transactions. Hackers

cannot hack the session until they can intercept the session ID’s.
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Conclusion

As cloud computing gains popularity, its widespread use raises the issue of cloud security. Due to its
flexibility and cost efficiency, multi-tenant architecture widely used in cloud computing is prone to
security threats, notably Distributed Denial of Service (DDoS) attacks and Man-in-Middle (MITM)
attacks. These threats are tested in this Knowledge Sharing article with real time scenarios. To
improve resource availability and data integrity in multi-tenant cloud environments it is essential to
set up proactive monitoring and implement strong security measures as proposed in this article.

Doing so will greatly reduce the impact of an attack.

Recommendations to secure multi-tenant environments

There are no established guidelines to control and monitor the system in cloud under an attack. In
the research discussed in this article, various freeware tools are used to initiate the security attack
and monitor the systems under DDoS attack. However, there are no fixed security principles to
control or monitor a MITM attack. IDS devices can be used to some extent to discover a MITM attack
which can come from various channels. Thus, it is important to consider the recommendations below
to strengthen the security of ESX server in a multi-tenant environment and secure all of the attack

channels.

1. Patch Management: This is an important process to protect the infrastructure components
from various attacks. Patching and malware protection is very important. Critical patches
should be applied to ESX servers and VMs which is the backend to cloud technology. These
patches must be tested before being applied to the infrastructure. The vulnerability and patch
management system should be up to date in order to tackle the latest security attacks.
vCenter Update Manager enables centralized, automated patch and version management for
VMware vSphere and offers support for VMware ESX/ESXi hosts, virtual machines, and
virtual appliances as well. As per industry standards, the timeframe in which patches can be

applied is shown in the table below.
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Criticality Important Moderate/Low
Pilot Testing: 7-10 | Pilot Testing: 30/45
days days

Time Frame Primary Update: Primary Update:

10-30 days 45-90 days
Secondary/Final Secondary/Final
Update: 30-90 days | Update: 90-180
days

Patches overview

2. Protection at various network levels: As attackers will use the network to attack the
systems, it is recommended to harden the network security at various levels:
e Layer 2: VLANs
e Layer 3: IP-based ACLs and Firewall rules
e Layer 4: TCP, UDP, and ICMP rules
e Layer 5-7: Application- and Session-based access rules

3. Admin and Network access: Strictly control the vCenter administrator privileges to secure
the system. By default the local Windows administrator user will have access to vCenter. To
rectify this, do the following:

1. Create a local admin group with full admin access to VCenter and delete the local admin
group.

2. Create a domain global group for all VC admins and add domain global group to it.

The vCenter server should not be placed in any network other than the management

network. By limiting network connectivity, certain types of network attacks can be controlled.

Block the network ports that are not in use, by using the Windows firewall or any external

firewall.

4. vCenter certificates: Configure SSL between vCenter, vSphere, and ESXi hosts. Install new
certificates that are signed by a valid internal certificate authority or purchase from a trusted
security authority.

5. Time Sync: All hosts in the network should be configured to use NTP server. If time is not
synchronized between the network machines, SSL certificates will not be recognized and can
result in authentication problems. This will also affect the log analysis, forensic analysis, and

troubleshooting.
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6. Logging: By default, the logs on ESXi server are stored in the in-memory file systems. Only
24-hour data is saved and this will be lost when the host is rebooted. It is recommended to
forward the ESX logs to a remote syslog server. The important logs that should be collected

are:
e Service console logs with level info or greater
e Authentication logs — “Auth Priv”
e Vmkernel warnings with facility “local6” and level “warning” or greater
e Vmkernel logs with facility “local6” and level “notice” or greater

7. Warning Banners: This should be configured to communicate Security policy and to
provide legal protection. Banner messages will alert users logging in to the system
accidentally to log out. Different types of warning banners are Console login, Remote
login, Emergency Console, After login, and SSH login.

8. Disable unneeded services: Some services that exist on the ESXi hosts might not
be necessary. Disable the services that are not in use and prevent users without
privileges from mounting CD’s and file systems through the console.

9. VMware guest security: OS hardening should be implemented by treating the guest
OS as a real OS by using hardening guides. Disable unnecessary services on the VM
and use templates to deploy virtual machines. Disable Guest <-> Host Copy & Paste
as this is enabled by default. Disable unauthorized devices and prevent device
connection and removal.

10.MAC Address changes: The MAC address change options will affect the traffic that
a virtual machine receives. If this option is set to Accept, ESXi accepts requests to
change the effective MAC address to other than the initial MAC address. When the
option is set to Reject, ESXi does not accept requests to change the effective MAC
address, protecting the host against MAC impersonation. It is recommended to set
the “Forged Transmission” option to reject on ESXi so that it compares source and
effective MAC addresses which restricts forged transmits.

11.DMZ Virtualization: A Demilitarized Zone is a physical or logical sub network that
contains and exposes an organization’s external-facing services to a larger untrusted
network, usually the Internet. DMZ adds a layer of security to an organization’s LAN;
an external attacker only has access to equipment in the DMZ, rather than any other

part of the network. The biggest risk to a DMZ in a virtual environment is
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misconfiguration, not the technology. (Gartner) Thus, strong audit controls are
required to avoid misconfiguration, either accidental or malicious.

12.vCenter Security: vCenter is a critical component of vSphere and it needs to be
secured. vCenter generally runs on a Windows server. The host should be protected
against vulnerabilities and attacks ensuring that the host is as secure as possible.
Strictly control vCenter server administrator privileges to increase the security of the
system. vCenter server should be placed only in management network. Use a local
firewall on the Windows system or network firewall to limit the connectivity to vCenter
server.

13.Minimize Loss of Control (Monitoring): The most important part is to pro-actively
monitor the entire infrastructure such that the administrators will be notified if there is
something wrong. There are many monitoring and security tools available to monitor
or prevent security attacks. All the tools should be integrated and develop a solution

that helps find problems easily.
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