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Introduction
Identifying the problem

Companies place a high priority on the value of their information. This information is allocated into
different systems and managed in different ways.

Being safe from external attack or loss is one of the most important goals of companies.

With the new features and requirements of new technologies, many companies are moving their IT
procedures to the public cloud as a solution where the resources are always available according to the
customer necessities

These new solutions are deployed into different cloud solutions; sometimes, it is impossible to apply
traditional backup techniques because this is the wrong way to solve it.

Industries that back off from on-prem and migrate their data to the Cloud reap tremendous rewards.
However, many wrongly assume that their data is safe in terms of backup “data is stored in the Cloud,
so that’s safe for recovery in case of data loss”. This is one of the most deceptive concepts of cloud
computing. Just because data is hosted on the cloud doesn’t necessarily mean it can automatically be
recovered during a disaster, user errors, application errors, ransomware, or other malicious activities
resulting in data loss.

Most businesses also prefer the move to a multi-cloud operating model to maximize what different
public clouds offer.

With every new cloud service, a training plan is required to enable the backup administrator team to
handle it, which leads to a hassle.

All these preliminaries caused a need for a central cloud services solution that eliminates the need for
new training every day and helps reduce the cost of additional cloud backup services.

Propose the use of modern technologies

Modern technologies enable faster deployment but require new solutions configured differently than
traditional technologies.

Most new technologies are deployed over public clouds on Infrastructure as a Service, Software as a
Service, or Application as a Service.

New technologies emerged and can significantly enhance automating the backup and deploying and
installing the backup agents.

DevOps and GitOpts can help build a new automated cloud service backup solution framework. Also,
technology such as containers can be quickly configured and deployed and used as backup building
blocks for catalog-based backup solutions like Avamar.

Our solution

Public cloud backup of Infrastructure as a Service is done like the traditional method, but there was
necessary to perform the backup of the other two ways, so our solution covers these gaps.

This solution installs and configures an auto-discover proxy backup solution with Avamar and Data
Domain. The proxy is implemented in a container technology, taking advantage of portability, scaling
and repeatability, and can be deployed by DevOps orchestration tool over Kubernetes or others. This
proxy only requires a configuration file and script set up to deploy it. Proxy is considered another client
for Avamar and Data Domain; for this reason, n it can be integrated into the flow of administration and
control of protection tasks.
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Terms

Use case: List of actions required to backup and restore a cloud resource.
Blob storage: Storage optimized for storing massive amounts of unstructured data.

Blobfuse, cifs-utils, mongodb-tools, postgresal and sglpackage: Software used to interact with defined
use cases

GitHub Repository: It contains project files including scripts, json files, and readme files.
DCI: Deploy Control Instance, Linux virtual machine used to create docker containers.
CVM: Container Virtual Machine, Linux virtual machine used to run docker containers.

Docker image: This is an immutable file that contains computational code and config files needed for
running applications.

Docker container: A virtualized and isolated run-time environment where applications run.
Json File: A file used to interchange data.

Standard B2s and t2.micro: An Azure or AWS VM.

AZ Cli and AWS Cli: Command line interfaces used to interact with Azure or AWS.

Trivy scan: Scanner for vulnerabilities in container images.

The high-level steps of the solution are:
(1) Retrieve Components: The solution will grab a repository of code with the following elements:
scripts, dockerfile related to a specific Docker image.

(2) Deployment: The Docker server will deploy the specific Docker container with the previous
elements.

(3) Service Catalog Queries: the backup solution will ask the current elements in the Azure subscription
to get the configuration to be saved.

(4) Jobs: a scheduler will execute jobs in order to repeat the queries to the service catalog and preserve
this using the Avamar file system plugin and the storage units located in Data Domain. By default,
this scheduler is placed in the Avamar server. In the diagram, you can also see the movement of
the data from Avamar and Data Domain.
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File-based use case diagram

File-based use cases mount blob storage, cifs or nfs data as a regular file system using blobfuse or
mount command. Avamar reads these files using a Linux plug-in. Blobfuse and Avamar clients reside in
the Docker container.

This backup proxy is a rule-based engine used to discover cloud resources (1), resources are handled
according to tagging or fixed values to decide which is backed or restored (2) or not, if the password is
needed the proxy will access a key vault to get it (3). Backup data is sent to the backup server through
the Avamar client (4).

File-base use cases are: Azure Data Lake Storage Gen 2 (adls), Azure Blobstorage (blobstorage),
Azure Databricks (databricks), Azure Event Hubs (eventhub), Azure File Storage (filestorage),
Azure HDInsight, Azure NetApp Storage (netappstorage). AWS s3 (s3), Azure Redis (redis)

File-based use case Cloud Resources
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Database use case diagram

Database use cases dump exports data from source to a DDboost FS mounted Docker container. DD
Boost FS client, Avamar client, use case-specific dump/export command reside in the Docker
container.

Database use cases start discovering cloud resources (1) resources are handled according to tagging
or fix values to decide which is backed up or restored (2) or not; if the password is needed the proxy will
access a key vault to get it (3). Backup data is dumped/exported to the Data Domain through DD Boost
protocol and sent to Avamar through the Avamar client (4).

File-base use cases are: Azure SQL (azsql), Azure Cosmo DocumentDB (cosmosql), Azure

Datafactory (datafactory), Azure Cosmo MongoDB (cosmosmg), Atlas DB (atlas), Azure PostgreSQL
DB (postgresql)

2022 Dell Technologies Proven Professional Knowledge Sharing 6



Databases use case ‘

Services
Catalog

DATA Domain VE

(5)
Catalog
Data

b

o =
Backup Software ﬁ

Backup Proxy

Special cases

Cloud Resources

APP Services

(1) Autodiscovery

(3) Secrets exchange

~—

W

ID vault

(2
Resource List .
Tagged Values

Fixed Values

docker

Tyl

Backup Proxy

Snapshot-based: AWS Elastic Seach (elasticsearch ) ana AWS Redis (redis)

Local exports: Azure Key Vaults (keyvault)

Token-based: Azure Cognitive Services Custom Vision (cvision)

Infrastructure deployment

As support for the solution, two VMs must be deployed that will be used to generate the containers
(DCI) and to execute them (CVM). The Docker containers will carry out the backup tasks of the different

technologies (use cases).

See Appendix A to deploy DCI and CVM virtual machines in Azure or AWS.

Container deployment

The container will perform the following tasks:

e The first time it starts, it will register against the defined backup server. It will also register against

the Data Domain server for database use cases.

e Learn which Azure cloud resources to support for the current subscription according to the

technology to be protected, for example, PostgreSQL.
e Perform a database dump or export or mount the blob storage.

e Starts the backup job on Avamar.
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These steps have been automated into the m-dps-setup.sh! meta script explained below. Before doing
any deployment, the JSON file must be filled with the prerequisite parameters.

m-dps-setup.sh usage

m-dps-setup.sh -d <docker type> -i <image> -v <version> -c <cloud provider> -m
<mode> -a <Avamar port> -e <Ephimeral> -n <vm amount>

The options will be:

-d : docker type. You must select between the different technologies.

azsql |blobstorage|cosmosqgl |[cvision|databriks|datafactoryladls|eventhub|filestoragel|h
dinsight|keyvault|cosmosmg|atlas|netappstorage|postgresqgl |redis

-i: image to be used on the deployment. Must be loaded. You can see the loaded
images with command docker images

-v: Version of the image. By default we must use latest, but could be used any
loaded

-c: Cloud provider. Options: azure/aws

-m: Mode to be used for deployment. By default CLI will be used. Options: CLI/API
-a: Avamar port without last digit (e.g. 2804). See the table: Specific Ports Range
by integration

-e: About if the docker client VM will be ephemeral or not. Ephemeral means that the
docker client Vm only exists if the backup it's started. The NO option

only be used for test or high specific purposes. Options: yes/no

-n: Number of containers to deploy

Non ephemeral example for Azure SQL.:
azsqgl: ./m-dps-setup.sh -d azsql -i centosaveddaz -v 1.0 -c azure -m CLI -a 2803 -e
no -n 1

Non ephemeral example or Azure SQL.:
azsql: ./m-dps-setup.sh -d azsql -i centosaveddaz -v 1.0 -c azure -m CLI -a 2803 -e
yes -n 1

Non-ephemeral mode
Deploying more than one Docker of the same technology will require performing the following steps:

e After the first run of m-dps-setup, a new container azure-docker-<technology>-001 has been
created (for example azure-docker-postgresql-001) and a Docker image with the same name.

e You can use the nonephemeral.sh? script if you want to create new containers from the same
image.

e Being a non-ephemeral container, the entry point points to /bin/bash. You must connect to the
container and run the /dockerclient/post_install.sh script to complete the registration against Avamar
and Data Domain.

1 Full code here: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/blob/sharing-
competition/m-dps-setup.sh

2 Full code here: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-
Backup/blob/main/nonephemeral.sh
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Ephemeral

How ephemeral mode works: Ephemeral containers are an implementation technique that:

1. Defines the number of containers (slots) that will be started to save objects from the cloud.

2. Enable raised containers to ingest configuration files that indicate which resources will be backed
up.
3. Removes the containers once the processing is finished.

The details are shown in the following.

DCl Instance

l

The flow starts checking if the DCI instance exists, if
DCI deployment  [«-NO— (DCI created not a DCI Deployment is needed
|
YES
A4
Cantainer parameter Comainer parameter
definitions definition suppose definitions related
to the number o
- QY i e i
i ViNEans containers to deploy by use case
” exampile: Two Azure SQL parameters
Using m-dps-setup.sh script

will create ¢
non-ephemeral containers, example:
Container #1: azure-docker-azsql-001
{with image
azure-docker-azsqgl-001:nonephimeral)
Container #2:

Container deployment
setup tasks
m-dps-setup.sh

These containers were created with an
ENTRYPOINT called launcher.sh
that does these tasks:

azure-docker-azsql-002 NO )
(with image 1. Register the container as an Avamar client
azure-docker-azsql-002:nonephimeral) 2. Register the container as DDboost Client
Non Ephemeral 3. Creates Amamar objects if these do not exist
contamgr ;?ead o 4. Add container client as an Avamar group policy
Y 5. member
6. Starts the first backup
7. Remove this client as a member of the Avamar
YES 8. policy
¥
4
We create an
AVAMAR Poli
Avamgr policy o :o upcontainer.sh upcontainers.sh reads a queue of JSON files
to e"r“‘ic‘"e Schedule launch to be ingested by doc
. Each
P—— gztlegtlmnt d JSON file has full info to do
ients an a use case back Y
pre-script Source Data NO 2 :

file #1 dbA ingested by azure-d
file #2 dbB ingested by azure-d
file #2 dbC ing
file #2 dbD ing
file #2 dbE ing

Job queue empty?

YES

AVAMAR Jobs ended

© Rex M. Torti
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Backup and restore procedures

Avamar policy configuration

1) Locate the Avamar domain where you
are going to configure the policy.

2) You must configure an Avamar policy.
We'll use PAAS COSMOSMG as an
example.

Policy Properties o x

1 Propertios

rrrrr

3) Select the members that you want to
include in the policy The members are
Docker containers previously registered
with Avamar.

4) The Dataset must have the Traverse fixed-
disk and remote network mounts option
enabled for all file-based use cases.

Policy Members

2 Members v BPAAs Nome v Inciusion

Policy Dataset =

5) The Pre-Script must be upcontainers.sh®
for the case of ephemeral containers
implementation; otherwise you must
choose the backup script that
corresponds to your use case*.

6) The path will be
lusr/local/avamar/var/backups_(dockerTyp
e) for containers implemented in
ephemeral mode; otherwise it will be
(RootBackupDir)/(dockerType)/backup.

Policy Dataset

Edit DataSet

@ Don't forget to add container name DNS record (forward and reverse) to DNS Server.

3 Upcontainers.sh full code: https://github.com/ps-iberia-public-cloud-backup/DelDPS-PaaS-

Backup/blob/main/upcontainers.sh

4 From here https://qgithub.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/blob/main/upcontainers.sh or

here https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/tree/main/src/avamar/azure
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Restore procedure

1) Choose the asset you want to recover; 2) Press the RESTORE button.
the example is based on azure-docker-
cosmosmg-001.

_— o > i e £ s
e e st B - ows .

3) Choose the option you want between 4) Select the backup record that you
Restore to original client or Restore to consider appropriate.
different client, if you choose the latter
you will have to add the Destination
Client.

Restore Destination Client o x Restore Backup Content

1 Backup List

2 Destination Clent

19

5) The destination location will be 6) Summary before starting the restore.
(RootBackupDir)/(dockerType)/restore. If
it is a restore using useBlobFuse or
uses3fs (1), put in Pre-Script the script
preres-(dockerType).sh that corresponds
to your use case.

Restore o X Restore Summary

1 Backup List  Racn i Backup Information
R B ason v ]

Post-Seript

Restore Information

Bt process wih script falure axicox

& Summary

Client Cache Check and Repair Options

— o I

For the database case you can use the universal database restore script called dbrestore.sh® that
extracts and copies objects stored in the dump or export file to a new or existing instance.
-t <db type>

-u <username>
-p <password>

5 dbrestore.sh script full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-
Backup/blob/main/src/avamar/azure/CLI/dbrestore.sh
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-s <server hostname or IP address>

-d <db name>

-a <table name> optional

-n only used to indicate wwhetherthe restore is for a new database or ean xisting
one; can only be YES or NO

-r <restore path to backup folder>

Examples:

1- cosmosmg: ./dbrestore.sh -t cosmosmg -u <username> -p <password> -s <servername>
-d <db name> -r <path to db backup folder>

2- azsqgl: ./dbrestore.sh -t azsgl -u <username> -p <password> -s <servername> -d

<db name> -r <path to db backup folder> -o <port number>

3- PostgreSQL: ./dbrestore.sh -t postgresgl -u <username> -p <password> -s
<servername> -n yes -d <db name> -r <path to db backup folder>

4- Atlas: ./dbrestore.sh -t atlas -u <username> -p <password> -s <servername> -d
<db name> -t <table name> -r <path to db backup folder>

Image Builder

Description

This is an internal utility used to generate custom Docker images from CentOS. We are using Trivy to
check vulnerabilities
(https://aquasecurity.github.io/trivy/v0.19.2/getting -started/installation/)

Usage

$ ./imagebuilder.sh --help

Please type -b | --build <image> <tag> <cloud> to build a new docker image
-s | --save to <image> <tag> save a tar format image

-t | --test to <image> <tag> create and start a test container

-r | --removetest <image> to remove a test container

-sc | —--scan <image> to scan with trivy

./build.sh -b <image> <tag>
./build.sh -b netappstorage latest

[userid@ dci CustomImages]$ sudo docker images | grep netappstorage

localhost/centosaveddaznetappstorage latest d3cl11659ce9l 30 minutes ago 2.14 GB

./build.sh -s <dockertype> <imageversion>
./build.sh -s netappstorage latest

[userid@ dci CustomImages]$ ls -1lrt ../imagesTarFormat/*netappstorage*

-rw-r--r--. 1 root root 2142516224 Jul 5 15:40
../imagesTarFormat/centosaveddaznetappstorage.latest.tar
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Where to place packages and dockerfiles

CustomImages/<dockertype>/Azure-<dockertype>-CustomImage.dockerfile
--> Used by imagebuilder.sh. See "dockertypes" values

CustomImages/imagebuilder.sh --> Image builder script
packages/DockerEmbebed/avamar/19.3/avamar —--> Avamar client and MCCLI packages
packages/DockerEmbebed/azcli —--> Azure command line interface
packages/DockerEmbebed/blobstorage --> To mount blobs as file system when necessary

packages/DockerEmbebed/ddboostfs --> DDboostFS client
packages/DockerEmbebed/avamar/19.3/<dockertype>

--> Image specific package, Examples: NetApp, Azure SQL, and so on
imagesTarFormat --> Output folder with .tar format docker images

Prerequisites

Requires internet access.

Conclusion

This development is a universal backup solution for the cloud, capable of adapting to different providers
such as Azure Cloud and AWS Cloud.

The code understands all the technologies deployed, whether blob storage or structured and unstructured
databases. It allows you to include native backup commands either through the command line interface or
Rest API calls.

It can integrate with world-class backup solutions and is surely the lowest cost solution that has been

achieved, both because of the few resources needed to deploy it and the open software integration
capacities.
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Appendix A: DCl and CVM deployments
DCI and CVM Azure: Deploy a Red Hat 7.9 or higher Standard_B2s VM with these properties.

Administrator account .
Creite a new disk
Authentication type ( (O $5H public key
(®) Password
T F[;Es Create a new disk to store applications and data on your VM. Disk pricing varies based on factors including disk size,
Ecmand storage type, and number of transactions. Learn more 7

Password *

Name * [ dei_DataDisk 0 |
Confirm password * @

Source type * © [ None (empty disk) v
Inbound port rules .

Size* © 256 GiB

accessible from the public intemet. You can specify more limited or granular Standard HDD LRS

Change size

(®) Allow selected ports Encryption type * \ (Default) Encryption at-rest with a platform-managed key ~
Select inbound ports * SSH (22 ~
Enable shared disk
Network config Identity config

) Basics Disks Networking Management Advanced Tags Review + create
Basics  Disks  Networking Management  Advanced Tags  Review + create _—

jement options for your VM.

[\ Azure Security Center

Azure Security Center provides unified security management and advanced threat protection across hybrid cloud workloads.
Network interface
When creating a virtual machine, a
@  Your subscription is protected by Azure Security Center basic plan.
Virual network * @ v
Monitoring
Subnet* @ (new) default (10.0.0.0/24) ~
Boot diagnostics
Public P @ (new) dci-ip ~

NIC network security group @ R ) 0
Enable OS guest diagnostics ©

Identity

Advanced
Public inbound ports * @ O More _ System assigned managed identity =
Customer settings

(®) Allow selected ports

DCl and CVM AWS: Please see this guide https://github.com/ps-iberia-public-cloud-backup/DellDPS-
PaaS-Backup/blob/sharing-competition/docs/aws dci config.md for details.

DCI tasks:

Install this repo after the provisioning of the Deploy Control Instance from Azure, AWS or Google Cloud:

1. Install git on Deploy Control Instance
sudo yum install -y git
2. Install code repo (choose one of them)
a. Use git to clone the repo
git clone https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS—
Backup.git
b. Download, copy into DCI and unzip.
https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS—
Backup/archive/refs/heads/main.zip

CVM task:

Run sudo yum install -y docker to install Docker. Each Docker consumes ~100 MB RAM
memory; this is a very lightweight solution.

Run dps-setup.sh -s © to set up the DCI environment. The parameter -s requires internet
access. Only must be run one time by DCI or CVM.

6 Full code here: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/blob/sharing-
competition/dps-setup.sh
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Appendix B: Repo structure

Repo structure: This repository contains the following files and folders.

{home} : Setup script, ReadME and .gitignore files.
CustomImages/packages/DockerEmbebed: Base packages to build preinstalled docker
image

CustomImages/ (use case): Dockerfile to create use case docker image

No directory to: adls blobstorage cosmosgl cvision databricks eventhub hdinsigth
keyvault redis

docs : Documents

imagesTarFormat: Temporary folder user by imagebuilder.sh -s | --save option
jsonfiles: File to process by upcontainers.sh script

jsonfilesTemplates: One for each use case

sources: Secondary scripts

src/avamar/ (aws |azure|ibm) / (CLI|API) : Backup scripts

src/avamar/ (aws|azure|ibm) / (CLI |API)/ (PowerShell |bash): Several automation scripts
src/azure/ : Pem file to avoid expouse password

src/dockerfiles/current/ : Docker file work space
src/packages/DockerEmbebed/Certificates : Contains Certificates

This repo uses the following technologies.

- Docker (or Podman ) config files called "dockerfiles"

- JSON files with .json extension

- Shell scripts with .sh extension

- ReadMe files with .md extension

- Client packages with .rpm extension

- Certificates to connect to the cloud provider (PEM files with extension .pem )
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Appendix C: Use case info-related

This appendix presents information related to each use case. The third and fourth tables inform about
the commands and access roles used in each case to build the backup scripts.

Terms

dockerType: Long name to identify properties related to a particular technology.
dockerTypeName: Sort names to identify properties related to a particular technology.

useDDBoost: If DDboost protocol is used to store dump and export in Data Domain before moving to
Avamar.

useBlobFuse: If the blobfuse utility is used to mount blob storage as a linux file system to backup files.
useCommand: If the backup/restore script is based on commands or ad-hoc utilities.
useAPI: If the backup/restore script is based on Rest API calls.

backupContent: If backup records contain user data, user config, or both.

Azure use case-specific

dockerType adls azsql blobstorage cosmosql cvision

useDDBoost no yes no yes yes

useCommand yes yes yes yes yes

packages blobfuse azsql blobfuse no no

dockerType databricks datafactory eventhub filestorage hdinsigth

useDDBoost no yes no no no

useCommand yes yes yes yes yes

packages blobfuse git no cifs-utils blobfuse

dockerType keyvault cosmosmg atlas netappstorage postgresql redis
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useDDBoost yes yes yes no yes yes

useCommand yes yes yes yes yes yes
mongodb-

packages no tools no nfs-utils postgresql blobfuse

AWS use case-specific

dockerType S3 elasticsearch redis

useDDBoost no no no

useCommand yes yes yes

packages

Please see the access requirement by use case. This box does not apply if managed identity is used:

Azure env az login --service-principal Rol
az account set --subscription N/A
az resource list Reader
nslookup N/A
az logout N/A
az ad sp create-for-rbac Owner

azsql az sql db list SQL DB Contributor/SQL db_datareader

SQL loginmanager/VIEW DEFINITION grant

az keyvault secret show / curl Key Vault Secrets User

sqlpackage Set up AD Admin on each of the SQL Servers
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az datafactory pipeline list

Data Factory Contributor

az datafactory pipeline create-run

Data Factory Contributor

az datafactory pipeline-run show

Data Factory Contributor

databricks

az databricks workspace show

Reader

az storage container list

Storage Blob Data Reader

blobfuse

Storage Blob Data Owner

eventhub

az eventhubs eventhub list

Rol: Storage Account Key Operator Service Role

az eventhubs eventhub show

Reader

blobfuse

Storage Blob Data Owner

az hdinsight show

HDInsight Cluster Operator

az storage account keys list

Reader and Data Access

blobfuse

Storage Blob Data Owner

mongodb

az cosmosdb list

Reader

curl

Key Vault Secrets User
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az cosmosdb mongodb database list Reader

mongodump Read-only Key

az cosmosdb list Reader

mongodump Reader

mongorestore Reader

az lock create Microsoft.Authorization/locks/*'
az lock delete Microsoft.Authorization/locks/*'

netappstorage mount -t nfs Storage Blob Data Owner

redis az storage account list Storage Blob Data Reader
az storage account create Storage Blob Contributor
az storage container list Storage Blob Data Reader
az storage container create Storage Blob Contributor
az role assignment list Storage Blob Data Contributor
az role assignment create Storage Blob Data Contributor
az storage container generate-sas Storage Blob Data Contributor
az redis export Redis Cache Contributor
blobfuse Storage Blob Data Owner
AWS env AWS login Rol
Subscription setting N/A
Resource list and tag query Reader
Reverse lookup N/A
Azure logout N/A
Create Service principal account Owner
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elasticsearch

aws configure set default.region

(all command tested using identity-based)

aws es list-domain-names

aws es describe-elasticsearch-domain

s3fs

aws elasticache create-snapshot

aws elasticache describe-cache-clusters
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Appendix D: Business logic by use case

Atlas’: Curl statements locate the database to back up with the mongodump command

cat ${ConfigDir}/nameid | while read linea

$RESOURCES

T "$RESOURCES id/pr es/$cluster_node
{result}|jg

{databases[@]}

mongodump --uri=" b$name:$akv_pass@$server/$database” --out ${BackupDir}/$server.$database.$task

AZ SQLE: We use the sglpackage command to export the previously located database with AZ CLI
commands (not shown in the figure).

cat ${ConfigDir}/swoconfig | while read linea

set -a $linea " "
source /dockerclient/etc/scripts/sources/tagging.sh $RESOURCES
ient/etc/scripts/sources/getsecret.sh
1 QDN
nt/etc/scripts/sources/ip.sh $1 $SERVICE_TYPE
for db in ${dbs[@]}; do
echo sqlpackage /Action:Export /ssn:tcp:$server,$port /sdn:$db /su:$username /sp:xxxx /tf:${BackupDir}/$server.$db.$task.$
sqlpackage /Action:Export /ssn:tcp:$server,$port /sdn:$db /su:$username /sp:$pass /tf:${BackupDir}/$server.$db.$task.$
if [ "$2" ! hen
echo
break
fi

echo

echo 11111

| 1s -1h ${BackupDir}/$server.$db.$task %d%H)* .bacpac
echo

done < ${Confi /swoconfig

CosmoMG?: We use the mongodump command to dump the previously located database with AZ CLI
commands (not shown in the figure).

7 Atlas full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/blob/sharing-
competition/src/avamar/azure/CLI/backup-atlas.sh
8 Azure SQL full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/blob/sharing-
competition/src/avamar/azure/CLI/backup-azsql.sh
¥ Cosmo Mongo code here:https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/blob/sharing-
competition/src/avamar/azure/CLI/backup-azsql.sh
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cat ${ConfigDir}/swoconfig | while read
do

set -a $linea " "

if [ {1}

if [ | -z $string ]; then
mongodump --uri=$string --gzip --out ${BackupDir}/$linea.$(date +

else

break

fi

if [ "¢ 1

| echo
ERROR=9
break

fi

cat ${ConfigDir}/swoconfig | while read linea
do
set -a $linea "
if [ "${1::1}
ERROR=
pls=( tafactory pipeline list --only-s
for pl

p $RESOURCEGROUP|jq '.[].name'| sed *

name $1 | jq '.runid’ |

roup $RESOURCEGROUP --factory-name $1
N .status' | sed

if [ ${run} "In "] 8&& [ ${run} !

echo "Pi . The stat

break
fi
echo " ne is running...status: " $run
sleep 5

done
fi
done < ${ConfigDir}/swoconfig

10 cosmo SQL full code: https://github.com/ps-iberia-public-cloud-backup/DelDPS-PaaS-Backup/blob/sharing-
competition/src/avamar/azure/CLI/backup-cosmosgl.sh
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cvision!!: We export the project with curl statements; the project is located via AZ CLI.

cat ${configDir}/swoconfig | while read linea
do
set -a $linea " "

list --name $1 --res
oup $RESOURCEGROUP

for projectid in ${projectids[@]}; do
Getting token for $projectid cognitive service $1
/$location.api.cogniti osoft.com/

en d ctid: "$token
echo $token > ${ServiceBackupDir}/$projectid.bck
if [$21="0" 1| [ 82 I; t
Echia mwesERRRReE R
break

ot token. EXET Feskaiimknikichikpkionkatin

fi
echo !I11l “dat
done
£i
done < ${ConfigDir}/swoconfig

for keyvault in “az keyvault list --resource-group $RESOURCEGROUP -o table | tail -n +3 | awk {'print $2'}

do
az keyvault secret list --vault-name $keyvault -o table | tail -n +3 | sed "s/"//g' > ${ConfigDir}/secret.list
cat ${ConfigDir}/secret.list | while read linea
do

echo
acho ~FHErEERERRERI TR 3ackup of secret $1 of Keyvault $keyvault *”
az keyvault secret backup --file ${BackupDir}/$keyvault.$1.$(date + ).S.bkp --vault-name $keyvault --name $1
done
az keyvault certificate list --vault-name $keyvault -o table | tail -n +3 | sed 's/"//g' > ${ConfigDir}/certificate.list
cat ${ConfigDir}/certificate.list | while read linea
do
set -a $linea " "
echo
echo "* SRR ¥x¥x%*% Backup of certificate $1 of ult $keyvault *xssmiksscmriitx PR
az keyvault certificate backup --file ${BackupDir}/$keyvault.$1.$(date M%S).C.bkp --vault-name $keyvault --name $1
done

done

11 Cognitive service custom vision full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-
Backup/blob/sharing-competition/src/avamar/azure/CLI/backup-cvision.sh

12 Key vault full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/blob/sharing-
competition/src/avamar/azure/CLI/backup-cvision.sh
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PostgreSQL!3: We use pg_dump or pg_dumpall to back up the previously discovered database(s) with
AZ CLI.

cat ${ConfigDir}/resources | while read linea
do
set -a $linea " "
then

# t from
source /dockerclient

1 IP 1f

#L

source /dockerclient/etc

USESNAPSHOTTOBACKU ; setup. N jq -r '.po sql.us pshotToBackup'”
SNAPSHOT=""psql --ps
if [ $USESNAPSHOTTOB,
| SNAPSHOT_ARG="--
fi
if [ $USEENDPOINTS
Z ne g $RESOURCEGROUP --name $linea |jq -r '.customDnsConfigs[].fqdn')
fi
if [ $USEDUMPALL = "NO" 1;
for db in ${dbs[@]}; do

echo PGPASSWORD=******** pGSS| MODE=require pg_dump $SNAPSHOT ARG -Fc -v --host=$server --username=$username@$i

| --dbname=$db -f ${BackupDir}/$server.$db.$task.$(date +%v% 4 4S) . dump

PGPASSWORD=${pass} PGSSLMODE=require pg_dump $SNAPSHOT ARG -F host=$server --username=$username@$1

| --dbname=$db -f ${BackupDir}/$server.$db.$task.$(date ’S) - dump

if [ "$2" 1=

‘ echo ¥FXFFEXX ERROR 009: Wrong Data in Config file POSTGRES, EXIT ¥¥¥**xx

ERROR=9
break
fi

File size !II!!
1s -1h ${BackupDir} | tail -1 | awk {'print " File si "$5 " / File Name: “"$9'}
echo
done

echo PGPASSWORD=******** pGSS| MODE=require pg_dumpall --host=$server --username=$username@$l --exclude-database=azure_sys \
--exclude-database=azure_maintenance -f ${BackupDir}/$server.$task.$( VA VALY, dump
PGPASSWORD=${pass} PGSSLMODE=require pg_dumpall --host=$server --username=$username@$1 --exclude-database=azure_sys

This is a long script, please see in repo. https://github.com/ps-iberia-public-cloud-backup/DellDPS-
PaaS-Backup/blob/sharing-competition/src/avamar/azure/CLI/backup-redis.sh

13 postgreSQL full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/blob/sharing-
competition/src/avamar/azure/CLI/backup-postgresgl.sh

14 Redis full code: https://github.com/ps-iberia-public-cloud-backup/DelIDPS-PaaS-Backup/blob/sharing-
competition/src/avamar/azure/CLI/backup-postgresgl.sh
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ADLS'®: Here we show the filter we use to protect only Data Lake Gen2 type blob storage. Then the
logic of a blob storage is used (not shown in the figure).

if [ $AUTODISCOVER = "YES" ]; then
echo
echo ™ **% SEARCHING cloud resources **
echo
storageaccounts=($(az storage account list --query "[].{name:name}" --output tsv))
for i in "${storageaccounts[@]}"
do

HnsEnabled=($(az storage account show --query isHnstEnabled --name $i | sed

s/"//g"))
if [ "$HnsEnabled" ]; then echo $i >> ${ConfigDir}/swoconfig; fi
done
else
echo "* o o o “*¥ LISTING cloud resources **
echo
echo $RESOURCELIST FIX |fmt -1 |sed 's/,//g' >> ${ConfigDir}/swoconfig

Dell Customer Communication - Confidential

Blobstorage!®: In this code snippet we can see how to use blobfuse to mount a blob storage.

cat ${ConfigDir}/swoconfig | while read linea
do
set -a $linea " "
if [ "${1::1})
# Ge 1n

source /dockerclient/etc/scripts/sources/tagging.sh $RESOURCES

-output tsv)"
ERROR=0
for container in ${containers[@]}; do

me ${1}" > ${ConfigDir}/${container}
ey ${pass}" >> ${Configbir}/${container}
if [ $USERSERVICEPRINCIPAL = "YES" ]; then
echo >> ${configbDir}/${container}
echo vi incipalClientId $SERVICEPRINCIPALCLIENTID" >> ${ConfigDir}/${container}
echo ePrinci entSecret $SERVICEPRINCIPALCLIENTSECRET" >> ${ConfigDir}/${container}
echo "s ePrinci d $TENANID" >> ${ConfigDir}/${container}
fi

echo "containerName $container” >> ${ConfigDir}/${container}
if [ ! -d ${BackupDir}/$1/${container} ]; then mkdir -p ${BackupDir}/$1/${container}; fi
timeout 60s blobfuse ${BackupDir}/$1/${container} --tmp-path=/tmp/blobfusetmp.$1.${container} -o attr_timeout=240
-0 negative_timeout=120 --config-file=${ConfigDir}/${container} --log-level=LOG_WARNING \
seconds=120 -0 rw -0 nonempty
" 1; then

echo “FEEEEREEREBROCREROIEES Tdate 4 T~ ERROR 010: Unat o Mount. Check Data in Config
break
fi
echo 1111 “dat
done

done

Databricks!’: Here we show the filter we use to protect only Databriks type blob storage. Then the logic
of a blob storage is used (not shown in the figure).

15 Azure Data Lake Gen 2 full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-
Backup/blob/sharing-competition/src/avamar/azure/CLI/prebck-adls.sh

16 Generic blob storage full code: https://github.com/ps-iberia-public-cloud-backup/Dell DPS-PaaS-
Backup/blob/sharing-competition/src/avamar/azure/CLI/prebck-blobstorage.sh

17 Databricks full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/blob/sharing-
competition/src/avamar/azure/CLI/preres-databrick.sh
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if [ $AUTODISCOVER = "YES" ]; then

echo

echo "*** -3 tE #kFEXX SEARCHING All cloud resources *****

echo

storageaccounts=($(az storage account list --query "[].{name:name}" --output tsv))

for i in "${storageaccounts[@]}"

da
allowBlobPublicAccess=($(az storage account show --query allowBlobPublicAccess --name $i | sed 's/"//g'))
if [ "$allowBlobPublicAccess™ ]; then

isDatabricks=($(az storage account show --query tags.application --name $i | sed 's/"//g'))

if [ ! “"$isDatabricks” ]; then echo $i >> ${ConfigDir}/swoconfig; fi

* LISTING cloud resources ***

echo $RESOURCELIST FIX |fmt -1 |sed 's/,//g' >> ${ConfigDir}/swoconfig

az resource list --resource-type Microsoft.DataFactory/factories --resource-group $RESOURCEGROUP -o table | tail -n +3 | awk {'print $1°'} > ${ConfigDir}/swoconfig
cat ${ConfigDir}/swoconfig | while read linea

set -a $linea " "

ACCOUNTNAME="az 0 $RESOURCEGROUP --name $1 |
COLLABORATIONBRANCH="a p $RESOURCEGROUP
REPOSITORYNAME= ) $RESOURCEGROUP --nanm

echo " s $ACCOUNTNAME"
echo TIO is $COLLABORATIONBRANCH"
echo $REPOSITORYNAME"

#ecl is $ ALACCES

%T).tar.gz $REPOSITORYNAME --remove-files

Event Hub'®: Here we show the filter we use to protect only Event Hubs type blob storage. Then the
logic of a blob storage is used (not shown in the figure).

18 Data Factory full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-
Backup/blob/main/src/avamar/azure/CLI/backup-datafactory.sh

19 Event Hubs full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/blob/sharing-
competition/src/avamar/azure/CLI/prebck-eventhub.sh
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cat ${configl /swoconfig | while read linea
do
if [ "${1::1}" | "] ; then
ERROR=0
ehubs=("az eventhubs
for ehub in ${ehubs[@]};
container=(
| -g $RESOURCEGROUP|jq
storageaccount=("az eventhub
$RESOURCEGROUP
| Y

pass="%(az (S
=g $RESOURCEGROUP ==
if [ -z ${pass} ], then echo : get t nt ${storageaccount}. EXIT "; exit 1;
echo !
echo "accountName ${storageaccount}" > ${ConfigDir}/${container}
echo "accountkKey ${pass}" >> ${ConfigDir}/${container}
if [ $USERSERVICEPRINCIPAL 15 €
echo "authType SPH” >> ${ConfigDir}/${container}
echo icePrin 8 tId $SERVICEPRINCIPALCLIENTID" >> ${ConfigDir}/${container}
echo ePrin g t $SERVICEPRINCIPALCLIENTSECRET" >> ${ConfigDir}/${container}
echo icePrincipalTenantId $TENANID" >> ${ConfigDir}/${container}

£
|

fi

echo "containerName $container” >> ${ConfigDir}/${container}

if [ ! -d ${ServiceBackupDir}/$storageaccount/${container} ]; t

| mkdir -p ${ Serv1ceBackuler\/$storageaccount/$fcontalner fi

f d ${ServiceBackupDir}/$storageaccount/restore ];

mkdir -p $‘Serv1(eBa(kupD1r)/$Storagea(c0unf7?€§iore
echo "blobfuse ${ServiceBackupDir} { i D u mp.$storageaccount.${container}
blobfuse ${ServiceBackupDir}/$storageaccount/${container} --tmp- path /tmp/blobfusetmp.$storageaccount.${container} -o at

if [ "$2" I= "@" ] ; then echo "ERROR: Unable to Mount. C Data in C nf]g file. EXIT "; exit 1; fi

echo

done
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Filestorage?®: We mount the shared folders through the cifs protocol.

cat ${ConfigDir}/swoconfig | while read linea
do

set -a $linea " "

if [ "${a::1}

--query “prime

storageAccountKey

fileShareNames=($ sha torage-account $1
for fileShareName ir i reNames[@]}"
do

--query "[].{name:name}" --output tsv 2>/dev/null))

¢ o $httpEndpoint | (ut c7-%$(expr lLHbfh $httpEndpoint) $fileshareName

echo 11111 e %

mntPath:${Serv1ceBackupD1r\/$1/$’flleshareName}

if [ ! -d $mntPath ]; then mkdir -p $mntPath; fi

if [ ! -d ${mntPath}/restore ]; thun mkdir -p ${mntPath}/restore; fi

echo !l “date 6T

mount -t cifs $smbPath $mntPath -r -o vers=3.0,username= $11nea,password $storageAccountKey,serverlno
if [[ $? -gt @ ]] ;then

echo !l “date 4T" Failed to mount the share with SMB3.@. Trying to mount the share ${smbPath} on ${mntPath} using SMB2.1

mount -t cifs $smbPath $mntPath -r -o vers=2.1,username=$linea,password=$storageAccountkey,serverino
if [[ $? -gt e ]] ;t
| echo 11111 ~da
else
echo !111l “date +7
fi

echo !1111 “date

HDInsight?!: Here we show the filter we use to protect only HDInsights type blob storage. Then the
logic of a blob storage is used (not shown in the figure).

20 File storage full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/blob/sharing-
competition/src/avamar/azure/CLI/prebck-filestorage.sh

21 HDInsights full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/blob/sharing-
competition/src/avamar/azure/CLI/prebck-hdinsigth.sh
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cat ${ConfigDir}/swoconfig | while read linea
do
set -a $linea " "
if [T {aa)” #" ] ; then
ERROR=0
storageaccounts= z hdinsight --name $1 --resour sroup $RESOURCEGROUP | jq '.properties.stora rofile.sto ounts[].
for storageaccount in ${storageaccounts[@]};
count k list L E --query "[]. :value}" --output tsv | head -1)"
ERROR: Unab t key from storage a kL
hdinsight s --name $1 - yup $RESOURCEGROUP | jq '.properties.storageProfile.storageaccounts[].fileSy
{containers[@]}; do

echo e ${storageaccount}" > ${ConfigDir}/${container}

y ${pass}" >> ${ConfigDir}/${container}
if [ $USERSERVICEPRINCIPAL = "YES" ]; then
echo "auth >> ${ConfigDir}/${container}
echo balCli $SERVICEPRINCIPALCLIENTID" >> ${ConfigDir}/${container}
echo "se 3 ClientSecret $SERVICEPRINCIPALCLIENTSECRET" >> ${ConfigDir}/${container}
echo " rincipalT Id $TENANID" >> ${ConfigDir}/${container}
i
echo "containerName $container” >> ${ConfigDir}/${container}
if [ ! -d ${ServiceBackupDir}/$storageaccount/${container} ]; then mkdir -p ${ServiceBackupDir}/$storageaccount/${container
if [ ! -d ${serviceBackupDir}/$storageaccount/restore ]; then mkdir -p ${ServiceBackupDir}/$storageaccount/restore; fi
blobfuse ${ServiceBackupDir}/$storageaccount/${container} --tmp-path=/tmp/blobfusetmp.$storageaccount.${container} -o at
0™ 1.5 & echo "ERROR: Unable to Mount. Check Data in Config file. EXIT "; exit 1; fi
+

echo !'lII1 container size !1!1!1]
df -h ${ServiceBackupDir}/$storageaccount/${container}
echo
done
done
fi
done < ${ConfigDir}/swoconfig

NetAppStorage??

This is a long script, please see in repo. https://github.com/ps-iberia-public-cloud-backup/DellDPS-
PaaS-Backup/blob/sharing-competition/src/avamar/azure/CLI/prebck-netappstorage.sh

S323: In this code snippet we can see how to use s3fs to mount an s3 storage, the s3 resources were
previously discovered with AWS CLI commands.

22 NetApp storage full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/blob/sharing-
competition/src/avamar/azure/CLI/prebck-netappstorage.sh

23 33 full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/blob/sharing-
competition/src/avamar/aws/CLI/backup-s3.sh
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aws s3 1s | awk {'print $3°} > ${ConfigDir}/swoconfig
cat ${ConfigDir}/swoconfig | while read linea

do

set -a $linea " "

if [ "${1::1}" I= "#" ] ; then

ERROR=0

if [ ! -d ${ServiceBackupDir}/$1 ]; then mkdir -p ${ServiceBackupDir}/$1; fi
if [ ! -d ${ServiceBackupDir}/restore ]; then mkdir -p ${ServiceBackupDir}/restore; fi
mountpoint -q ${ServiceBackupDir}/$1
if [ "$2" == "1" ]; then
s3fs $1 -o use_cache=/tmp -o allow_other -o uid=1001 -o mp_umask=002 -o ro -o multireq max=5 ${ServiceBackupDir}/$1
i
if[$21="0"1 ]| [ ¢ !I="1"]; then

echo "¥RRIRRRRIRRIRIRRAR KR HE " date +%Y%mAkd.%T ERROR 010: Unable to Mount. Check Data in Config file DATALAKE, EXIT *¥*#¥xx
break
fi

du -hs ${ServiceBackupDir}/$1
echo

fi
done < ${ConfigDir}/swoconfig

aws elasticache describe-cache-clusters --query "CacheClusters[].CacheClusterId” | awk -F'[][]" "{print $1}" | awk 'NF' | tr -d '",
| \ > ${ConfigDir}/swoconfig

cat ${ConfigDir}/swoconfig | while read linea

do

set -a $linea " "
if [ "${1::1}" I= "#" ] ; then

ERROR=0

if [ ! -d ${ServiceBackupDir}/$1 ]; then mkdir -p ${ServiceBackupDir}/$1; fi
if [ ! -d ${ServiceBackupDir}/restore ]; then mkdir -p ${ServiceBackupDir}/restore; fi
mountpoint -q ${ServiceBackupDir}/$1
if [ "$2" = "1" ]; then
s3fs ${S3BUCKET} -o use_cache=/tmp -o allow _other -o uid=1001 -o mp_umask=002 -o multireq max=5 ${ServiceBackupDir}/$1
fi
if[$21="0"1|] [$?!="1"1; then

echp "¥RFFERIHIIRIILRIRLRIRAIRX " date +%YAm%d.%T ERROR 010: Unable to Mount. Check Data in Config file DATALAKE, EXIT **kxkxkx
break
fi

du -hs ${ServiceBackupDir}/$1
echo
echo

g Snapshot XF*¥¥xxkkikkk*%%

24 AWS Redis full code: https://github. iberi i /DellDPS-PaaS-Backu
competition/src/avamar/aws/CLI/backup-AWS-redis.sh
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S o R oK KR SRR SR R R SR K SR KKK KR 3OROR SO K SR KR R

echo  THHEREFERIRREEIEE ISR RRRANELLIAY Creating Snapshet
SNAPSHOTNAME=$1inea-$(date +%Y%mibd%HzM%S)
echo "Cluster Name $linea"
echo "SnapShot Name $SNAPSHOTNAME"
info "Creating a snapshot
| aws elasticache create-snapshot --cache-cluster-id $linea --snapshot-name $SNAPSHOTNAME
on the snapshot ation status
info "Checking the status of the snapshot creation”
SNAPSHOTSTATUS=$ (aws elasticache describe-snapshots --snapshot-name $SNAPSHOTNAME --query "Snapshots[].SnapshotStatus”
| awk -F'[][]" "{print $1}' | awk 'NF' | tr -d '", ")
while [ "$SNAPSHOTSTATUS" I= "available" ];
do
info "Snapshot Creation Status: $SNAPSHOTSTATUS"
sleep 20
SNAPSHOTSTATUS=$ (aws elasticache describe-snapshots --snapshot-name $SNAPSHOTNAME --query "Snapshots[].SnapshotStatus
| | awk -F'[][]" "{print $1}' | awk 'NF' | tr -d '", ")

done
echo $SNAPSHOTSTATUS
info "SnapShot Creation Status: completed”
4

#aws elasticache create-snapshot --replication-group-id cluster-dellbackup --snapshot-name bkup-mahmoud

IR R RRRERRRO ExDORting SNapshO FFor ke ras sttt KRR KRR AR KN
aws elasticache copy-snapshot --source-snapshot-name $SNAPSHOTNAME --target-snapshot-name $SNAPSHOTNAME
--target-bucket ${S3BUCKET}

fi
done < ${ConfigDir}/swoconfig

AWS Elasticsearch?®: We use s3 to mount a snapshot of the elasticsearch.

.DomainNames .DomainName™ > ${ContigDir}/swocontig
cat ${ConfigDir}/swoconfig | while read linea
do
endPoint="aws es describe-elasticsearch-domain --domain-name $linea --output=json | jq -r '.DomainStatus.Endpoint'"
set -a $linea " "
if [ "gfrea}™ =58 ). 5 thén
ERROR=0

if [ ! -d ${ServiceBackupDir}/$1 ]; then mkdir -p ${ServiceBackupDir}/$1; fi

if [ ! -d ${ServiceBackupDir}/restore ]; then mkdir -p ${ServiceBackupDir}/restore; fi

mountpoint -q ${ServiceBackupDir}/$1

if [ "$2" = "1" ]; then

| s3fs ${S3BUCKET} -o use_cache=/tmp -o allow_other -o uid=1001 -o mp_umask=002 -o multireq _max=5 ${ServiceBackupDir}/$1

fi

if[g21="0"1|] [ ¢ !="1"1; then

‘ ’ echo "FFFRRRRRRRIRkRRRR R RREX " date +%YAmAd.%T" ERROR 010: Unable to Mount. Check Data in Config file DATALAKE, EXIT *¥*#¥¥*x
break

fi

du -hs ${ServiceBackupDir}/$1

echo

|echo MRRR KRR KRR RO RO Cpoating SNApShot FFKE KKKk RK KK RKRR KRR KRR KRR KRR R
SNAPSHOTNAME=$1inea-$(date +AYZmAbd%HAMES)

echo $linea

echo $SNAPSHOTNAME

25 Elasticsearch full code: https://github. iberia-public-cloud-backup/DellDPS-PaaS-Backu
competition/src/avamar/aws/CLI/backup-AWS-ES.sh
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snapshotRepo="$SNAPSHOTNAME -Repo"
snapshot/$snapshotRepo”

CANONICAL_QUERY_STRIN

REQUEST_TIME="da

REQUEST_REGION=$REGIONNAME

REQUEST_SERVICE=es

CANONICAL_HEADERS="content- appli charset=utf-8\nhost:$endPoint\nx-amz-date: ${REQUEST_TIME}"

SIGNED_HEADERS="content-type;hc

REQUEST_PAYLOAD="{ ype "se { "bucket": "'$S3BUCKET'", ' ion": "'$REGIONNAME'", " e_arn”: "'$roleARN'" } }

echo "REQUEST TIME=$REQUEST TIME"

echo "AUTHORIZATION HEADER=$AUTHORIZATION HEADER"

CANONICAL_REQUEST=% e_canonical request "$HTTP_REQUEST_METHOD" "$CANONICAL_URL" "$CANONICAL_QUERY_STRING" "$CANONICAL_HEADERS"

| | "$SIGNED_HEADERS" "$REQUEST_PAYLOAD

SIGNATURE=$(sign canonical request "$CANONICAL REQUEST" "$SECRETACCESSKEY" "$REQUEST TIME" "$REQUEST REGION" "$REQUEST SERVICE")

AUTHORIZATION_ HEADER=% eate_autho tion der $ACCESSKEYID $SIGNATURE $REQUEST TIME $REQUEST REGION $REQUEST SERVICE)

echo IONICAL_REQUEST=$CANONICAL_REQUEST"

echo "SIGNATURE=$SIGNATURE"

echo "AUTHORIZATION HEADER=$AUTHORIZATION HEADER

echo * ANCE ID:$INSTANCE710"

echo CE ' ID=$ACCESS_KEY_ID"

echo "SECRET ACCESS KEY=$SECRET ACCESS KEY"
echo LR i g repo: '

curl

) application/json; charset
"host:$endPoint” \
n: $AUTHORIZATION HEADER" \
x-amz-date:${REQUEST TIME}" \
-d "$REQUEST_PAYLOAD" \
"http $endPoin
echo -en '
curl -XPUT \
-u $esUser:$esPass \
‘ "https://$endPoin
fi
done < ${ConfigDir}/swoconfig
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Appendix E: Json file config guideline

The json files (example dps-setup.(dockerType).json) contain the keys to be configured to deploy a new
commercial container. Please see these guidelines to fulfill this file type.

e cloudProvider Azure/AWS

e dockerType
azsgl/blobstorage/cosmosgl/cvision/databriks/datafactory/eventhub/filesto
rage/keyvault/mongodb/atlas/netappstorage/postgresqgl/redis

dockerTypeName AZSQL/BS/CSQL/CV/DB/DF/EH/FS/KV/MG/MGA/NS/PG/RD
keyVaultName Azure Key Vault name

tenantld Tenantid

resourceGroup resurce group name or all to all RGs

useTags tags or default values using fixValues

useFQDN FQODN or IP through nslookup

useKeyVaultSecureAccess Keyvault access using curl (YES) or az cli (NO)
useProxy YES if docker file needs proxy ENV variables otherwise NO
proxyHttpName and proxyHttpsName Proxies FQDN and port values

NnoProxy No proxy for FQDNs (comma separated)

changeDefaultsubscription YES to change from default subscription
subscriptionID Subuscrition ID

useCerts YES if certificate is needed otherwise NO

cers Certificate name or * to include all
src/packages/DockerEmbebed/certificates/

useServicePrincipal YES for SPN otherwise NO

servicePrincipalClientld Service principal client id
servicePrincipalClientSecret Service principal client password
useEndPoints YES if endpoints are used otherwise NO

EndPoint Endpoint FQDN or IP

useAvamar Use avamar to store backup data

avamarClientPort Avamar client port, FROM 28003

avamarServerName and datadomainServerName Avamar and Data Domain FQDN
avamarDomain Avamar docker domain, eg. clients

avamarVersion Avamar version

createSchedule | createRetention Unused

createDataset | createGroup Complete to create dataset and group on avamar
mountType ddboostfs

RootBackupDir DDBoostFS or local mount point on container

storageUnit Data Domain Storage Unit used to hold data

ddboostuser ddboost user used to connect this container to DD

containerName FQDN of container used to register this client on Avamar. Add
forward and reverse DNS records to DNS Server Values="$"cloudProvider"-
docker-$"dockerType-$Fix value Incremental"

® resourceType Azure resource type to be discover

e backupTags \ Type Type of tag, values:
AZSQL/BS/CSQL/CV/DB/DF/EH/FS/KV/MG/MGA/NS/PG/RD

e backupTags \ Value value of type tag

e fixValues \ Type Type of tag, values:
AZSQL/BS/CSQL/CV/DB/DF/EH/FS/KV/MG/MGA/NS/PG/RD

e fixValues \ Type Hardcoded value
Use case-specific keys
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Cloud, Avamar, Data Domain and Container requirements

Cloud related

Attribute
dockerType (1)
dockerTypeName (1)
keyVaultName
tenantld
resourceGroup
useTags
useFQDN
useKeyVaultSecureAccess
useProxy
proxyHttpMame/proxyHttpsName/noProxy
useCerts
certFile
useEndPoints
EndPoint
backupTags (2)

fixValues (2)

(1) Follow these links to find the correct values

Please fulfill this requirements before start Dell cloud backup PaaS solution.

See Json file values for full json key values allowed.

Required
Fixed value, do not change
Fixed value, do not change
no

yes

yes
no if useProxy is NO
yes

no

yes

no

fill if useTags is YES

fill if useTags is NO

YE

YE

YE|

YE

YE

YE

Azure related

Attribute
servicePrincipal
servicePrincipalClientld
changeDefaultsubscription
subscription|D

resourceType (azureResources)

Avamar / DD related

Attribute
useAvamar

avamarServerName

avamarClientPort/avamarDomain/avamarVersion

installDir
datadomainServerName
mountType
RootBackupDir
ddboostuser

starageUnit

Required Value
yes
yes
yes YES/NO
no if changeDefaultsubscription is NO
yes
Required \
yes Yl

fill if useAvamar is YES

fill if useAvamar is YES

yes

no

yes

yes

fill if mountType is ddboosfs

fill if mountType is ddboosfs

Container related

Attribute Required = Value

containerName  yes

Please see this link for use case-specific requirements: https://github.com/ps-iberia-public-cloud-

backup/DellDPS-PaaS-Backup/tree/main/docs/UseCaseRequirements
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Appendix F: Ephemeral containers implementation example

This is the configuration used for the demo.

Cloud resource Name Configuration file Comment
AVE avetest01
DDVE ddvetest01
el sand2weuliplatfoglob-dci-
new
AZSQL servers sql01std
sql02std
AZSQL dps-setup-sql01std- File must be located in jsonfiles/azsgl/
sql01std/db01std
databases E 4 db01std.json folder
dps-setup-sgl01std- File must be located in jsonfiles/azsg|
sql01std/db02std SEtpTals / fazsql/
db02std.json folder
dps-setup-sql02std- File must be located in jsonfiles/azsqg|
sql02std/db02std 0 B . =
db02std.json folder

Full demo: https://github.com/ps-iberia-public-cloud-backup/DelIDPS-PaaS-
Backup/blob/main/docs/EphemeralContainers.md

Azure SQL resource creation: This video shows the Azure SQL servers and databases creation using
a PowerShell script?®. This demo backs up two databases on server sgl01std and one database on
server sql02std.

e\CLI\automatio ] L-deploy.psl

2weuliplatfoglob-dci-new DellDPS-PaaS-Backupl$ ./m-dps-setup.sh -d azsql -1 centosaveddazazsql -v 2.2
i

A

er, default is

scripts/sources/

Commit Docker container as committed images: The recently created containers have been

26 A7 SQL provisioning full code: https://github.com/ps-iberia-public-cloud-backup/DelDPS-PaaS-
Backup/blob/main/src/avamar/azure/CLI/automation/PowerShell/SQL/SQL -deploy.ps1

27 m-dps-setup.sh mete script full code: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-
Backup/blob/main/m-dps-setup.sh
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registered as Avamar and Data Domain clients. We are going to save this configuration as "committed"
images to be used in ephemeral containers mode.

[userid@sand2weul iplatfoglob-dc i-new DellDPS-Paas-Backupl$ sudo docker commit azure-docker-azsql-881 azure-docker-azsql-801:commited

Avamar policy creation: We create a dataset to back up a Linux File System plug-in whose Pre-Script
will be upcontainers.sh azsql, the source data will be /usr/local/avamar/var/backups-azsgl.sh. The
policy will use the previously created dataset with only one member that will be the DCI.

Avamar client registration: Note that there are two new clients in Avamar and they correspond to the
two recently created containers. The m-dps-setup did this task.

Avamar policy execution: The policy starts the main thread on the DCI's Avamar client, this launches
child threads that run in the ephemeral containers (#2) and process the JSON configuration files (#3)

Avamar backup records: This shows the Avamar backup records.

2022 Dell Technologies Proven Professional Knowledge Sharing 36


https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/issues/2
https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup/issues/3

Appendix G: Requirements when use DDboostFS

a) Create DD Boost user (Data Domain side - sysadmin access or similar is required)
- user add <DDBoost user> role user

- user password aging show
- user password aging set <DDBoost user> max-days-between-change 99999

b) Create storage unit (Data Domain side - sysadmin access or similar is required)

- ddboost storage-unit create <storage-unit name> user <DDboost user>

References

1. Ephemeral container demo page: https://github.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-
Backup/blob/main/docs/EphemeralContainers.md

2. Code repository: https://qgithub.com/ps-iberia-public-cloud-backup/DellDPS-PaaS-Backup. This is a
private repo, please request an invite to pablo.calvo@dell.com.
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