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The Dell Technologies Proven Professional Certification program validates a wide range of skills and competencies across
multiple technologies and products.

From Associate, entry-level courses to Expert-level, experience-based exams, all professionals in or looking to begin a
career in IT benefit from industry-leading training and certification paths from one of the world’s most trusted
technology partners.

Proven Professional certifications include:

Cloud

Converged/Hyperconverged Infrastructure
Data Protection

Data Science

Networking

Security

Servers

Storage

Enterprise Architect

Courses are offered to meet different learning styles and schedules, including self-paced On Demand, remote-based
Virtual Instructor-Led and in-person Classrooms.

Whether you are an experienced IT professional or just getting started, Dell Technologies Proven Professional
certifications are designed to clearly signal proficiency to colleagues and employers.

Learn more at www.dell.com/certification
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Disclaimer: The views, processes or methodologies published in this article are those of the authors. They do not
necessarily reflect Dell Technologies’ views, processes or methodologies.

Dell.com/certification 3

Internal Use - Confidential



Abstract

Edge Computing is gaining popularity among businesses and industries. Advances in Edge Computing is also increasing
demand for cloud computing due to the numerous benefits that we will discuss in the following sections. With
virtualization, the demand for cloud computing has introduced a new level of complexity, which — when combined with
the unpredictability of end-user network performance that may be owned, operated, and managed by multiple entities
—introduces latency.

Because of the wide-ranging distribution of storage, applications, and processing across data centers and devices, edge
computing provides higher security against vulnerability attacks, making it difficult for a single disruption to intrude the
network. Internet of Things (loT) devices, for example, are extremely vulnerable to cyberattacks; however, edge
computing’s distributed architecture makes it easier to seal the compromised portions rather than shutting down the
network.

Edge Computing provides organizations flexible scalability at an affordable cost, as the addition of new devices does not
impose bandwidth demands on the network. It also offers increased reliability because loT devices and data centers are
placed in end user's locality, resulting in fewer possibilities of the network being impacted. The ability to manage critical
processing functions natively aids in efficient operation of IoT devices. The massive number of edge data centers make it
extremely difficult for any disruption to completely shut down the service. The required data is routed through multiple
paths to ensure no interruption in service. This helps to offer unparalleled reliability. In this article, we will discuss the
various benefits of cloud computing at edge locations.

Introduction

Edge Computing has numerous overlapping and often contradictory definitions — it implies different things to different
individuals. For our purposes, the most developed perspective of edge computing is that it provides cloud computing
capabilities as well as an IT service environment at the network's edge to application developers and service providers.

Edge Computing delivers compute, storage, and bandwidth significantly closer to data inputs and/or end users. An edge
computing environment is defined by possibly high latency across all sites and low and unpredictable bandwidth, as well
as unique service delivery and application functionality capabilities that cannot be provided with a pool of centralized
cloud resources in faraway data centers. Cloud edge computing shift some or all of the processing operations closer to
the end user thereby decreasing the effect of latency on applications or data gathering points and mitigating the effects
on widely spread sites.

Emergence of Cloud — Edge Computing

Edge computing originally appeared when network services were virtualized via WAN, moving away from the data
center. The earliest use cases were motivated by a desire to improve efficiency.

e Compute, storage, and networking resources are all included.

e Itsresources could be shared by a large number of users and apps.
e It benefits from resource pool virtualization and abstraction.

e It has the advantage of being able to use commodity hardware.

e APIs are used to facilitate interoperability.
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Computing at the edge differs from computing in massive data centers in the following ways:

e Edge sites are as close to end users as possible. They enhance the user experience when dealing with excessive
latency and unreliable connections.

e For AR/VR capability, specific hardware, such as GPU/FPGA platforms, may be required.

e Edge can handle a huge number of sites in a variety of locales.

e The location of an edge site, as well as the identification of the access lines it terminates, is critical. The right
section of the edge is required for an application that needs to run close to its users. In edge computing, it's
typical for the application location to matter.

e The entire collection of sites can be thought of as dynamic. Edge sites will, in some situations, be connected to
each other and the core via WAN connections due to their physical isolation. Over time, edge sites will join and
depart the infrastructure pool.

e Because edge sites are often unstaffed and remote, they must be managed remotely. Tools must be able to
accommodate the site's inconsistent network connections.

e Edge can handle a wide range of site sizes and scales, from a data center to a single device.

e Edge sites may be limited in terms of resources and expanding capacity to an existing site may be difficult due to
space or power constraints.

e For certain use cases, huge multi-tenancy is required.

e Edge computing may need to be isolated from data center clouds to guarantee that compromises in the
"external cloud" domain do not affect services.

Edge computing must encompass both the edge site (i.e. compute, network, and storage infrastructure) and the
applications (workloads) that execute on it. Any application in an edge computing environment might theoretically use
any or all of the cloud's features, including compute, block storage, object storage, virtual networking, bare metal, and
containers.

Key differences between edge computing and cloud computing include:

e The ability to handle a dynamic pool of numerous potentially widely dispersed sites
e Potentially unreliable network connections
e The possibility of resource limits at network sites that are difficult to overcome

Applications of Cloud — Edge Computing

Edge Computing uses a dispersed network to reduce latency and the effects of low or limited bandwidth at a location,
avoiding the round-trip route to the cloud and providing real-time responsiveness and local authority. It keeps the most
intensive traffic and processing near to the end-user application and data-generating and-consuming devices. Edge
computing brings cloud processing closer to service customers and data producers. This enables easy scaling for
applications and prevents intensive workloads from blocking resources. When available storage and processing capacity
are used to do computations and analyses, there is a risk of losing vital data since the data generated at the edge must
be retained in local storage, which must be erased on a regular basis. By minimizing interdependency between edge
devices and the rest of the network, cloud technology and a distributed network of computing devices could reduce the
danger of real-time data being unavailable.
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Edge Computing is gaining in popularity and is being used for a wide range of applications. Examples of how cloud edge
computing is gaining traction include:

Automated Vehicles

Intelligent transportation systems make use of cutting-edge technology such as traffic management, navigation,
automatic license plate identification, incident recognition, parking guidance and information systems, and so on. These
are Internet of Things (loT) systems deployed at network edges and leverage edge technology and edge cloud
computing.

Transportation becomes more difficult for a centralized server to manage since vehicles such as fast trains are
continually moving. As a result, network connections are intermittent, data interchange is unstable, and other issues
arise. Edge computing allows local data to be saved and processed locally, while rejecting irrelevant data. The cloud
stores all critical and essential data. This enables data analytics without interfering with an edge device's routine
operations.

Augmented Reality / Virtual Reality

To deliver an immersive and realistic experience, augmented and virtual reality applications demand ultra-low latency
and high bandwidth, which necessitates real-time data computation and content caching near the user. Edge computing
provides faster reaction times, lower bandwidth use and processing requirements, and distribute cloud storage
resources to accommodate massive amounts of processed and unprocessed data.

Healthcare

Healthcare data is generated by a variety of medical devices, including those in doctor's offices, hospitals, and consumer
wearables purchased by patients themselves. However, all of that data does not need to be transported to centralized
servers for analysis and storage, which could cause bandwidth congestion and an increased storage requirements.

Edge devices, on the other hand, may collect and evaluate data from endpoint medical devices to determine what data
can be discarded, what should be saved, and, most importantly, what demands prompt action. Consider data from a
cardiac device; an edge device may run an application that aggregates normal readings for reporting but promptly alerts
an aberrant one that necessitates immediate action. Edge computing is especially important in medical care delivery,
such as robotic-assisted surgery, where real-time data analysis is required.

Streaming Services and Content Delivery

Edge computing meets the low-latency requirements of video streaming and content delivery, similar to how it supports
augmented and virtual reality use cases. It also ensures a positive user experience for both existing and new services
such as search, content suggestions, tailored experiences, and interactive capabilities.

As over-the-top streaming platforms become the de facto standard for content distribution, media businesses are
turning to edge computing to deliver original content, live events, and regional content with the perfect user experience
that customers have come to expect.

Smart Homes

The amount of data generated and transmitted by households has increased dramatically as they become more
technologically advanced, with everything from Al-enabled virtual assistants such as Amazon's Alexa to connected
security systems to smart speakers all adding traffic to the available bandwidth. Edge computing in the home might
relieve the burden on service provider networks, assure real-time response, and improve privacy by keeping more of the
household's data nearby and out of the hands of third-party systems.
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Cloud — Edge Computing Challenges

Though Edge computing has gained traction in a variety of use cases and applications across a variety of industries, there
remain several barriers to its widespread adoption. While Edge computing provides a distributed design of devices that
enables decreased latency and increases fault tolerance owing to isolation, we cannot, expect that such edge use cases
will have the same level of maintenance and support as normal data center infrastructure. Existing issues within an edge
compute environment include:

e Endpoint security at the edge entails monitoring the physical and application integrity of each site and enabling
corrective measures autonomously when necessary.

e Monitoring resource use across all nodes at the same time.

e Simplifying Orchestration - Automating edge commissioning/decommissioning procedures, including initial
software deployment and upgrades of the resource management system's components, as well as efficient data
and workload load balancing across geographically distributed infrastructure.

e Provisioning/scheduling of applications to meet placement requirements.

e Ensuring administration and recovery activities are sufficiently robust to manage the many components in the
overall environment.

Conclusion

Computing has always existed at the "edge" in various ways. For decades, data and storage were housed on small
servers and networks at branch offices and faraway sites. The issues stemmed from the administration, delay, and cost
of safeguarding and integrating that data into IT systems. Cloud systems now offer infrastructure and service capabilities
that are dependable, nimble, and ready to use.

Edge Computing overcomes network latency restrictions and increases fault tolerance, resulting in improved
performance, scalability, and isolation of edge devices from storage. This distributed design of computation and analytic
devices could be supplemented with cloud computing, which provides faster and cheaper centralized resources for large
workloads.

When it comes to edge cloud computing, we need to think about it as part of a larger hybrid cloud strategy. Edge
Computing is a feature of a comprehensive cloud strategy that enables |oT device deployments to develop at a rapid and
explosive rate.
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