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Abstract:

Digital trust is a key component of a successful digital transformation. With the increase in new devices, systems,
and connections, the traditional approach to secure corporate boundaries in the modern world no longer exists, and
a new approach to tackling IT security has already begun.

Zero Trust is a unique IT security model that aims to eliminate the concept of trust to secure IT networks,
applications, and data. This trending security approach helps to make sure every single user, inside or outside of
any given organization’s network is authenticated each time the user wants to access any enterprise data,
applications, and other internal resources. A very simple way to define Zero Trust Security is, Trust no one unless
authenticated, verify everyone, every time, and make this a repetitive process regardless of who, what, or where
they are in. In today’s digital world Zero Trust architecture is eventually becoming the de facto standard in securing
cloud and multi-cloud environments that organizations are embracing today to protect against data breaches and
cyber-attacks. This IT imperative approach provides a continuous process of authentication and validation while
easily integrating with the existing IT security infrastructure, with a high focus on improvising key areas and
processes over time. Zero trust for multi-cloud is an ideal approach that covers a wide variety of tips and strategies
to protect an organization’s data at rest and in motion, at the edge, in the core, or in the cloud.

This paper intends to cater to the audience with more awareness about the Zero trust model in the multi-cloud while
capturing the below information:

1. Security challenges faced by IT organizations in the cloud and multi-cloud environments.
2. Zero Trust model and framework.

3. Getting started with zero trust for multi-cloud.

4. Why do Companies need Zero Trust in a cloud and multi-cloud environment?

5

Future of multi-cloud with zero trust security.
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Introduction:

The worldwide epidemic significantly aided enterprises in hastening their shift to the Cloud. Work arrangements
underwent a substantial change, and firms began to favor remote work settings.

These IT infrastructures' rapid growth has created new opportunities for security concerns as well. Innovative
businesses have done a good job of solving this issue. The perimeter-based, conventional security measures
are now out-of-date since multi-cloud environments are becoming more and more common. To address these
increasing IT and cyber security concerns, new security trends have lately surfaced.

2. Overview

2.1 What is Multi-cloud Security?

Let us begin by defining a multi-cloud environment. Multi-cloud strategies enable organizations to support their
business goals by utilizing a mix of public and private cloud providers. As a result, an enterprise may host some
workloads on multiple cloud providers. This gives organizations more cost and performance flexibility while also
allowing them to take advantage of the best offerings from each vendor. Having said that spreading your cloud
deployment across multiple providers may expose you to vulnerabilities. Each cloud environment will necessitate
its security policy, as well as regular penetration testing and management. As a result, if your organization wants
to deploy and secure multiple cloud environments, a dedicated multi-cloud strategy is required.

2.2 Why Do your IT enterprises need a Multi-cloud Security Strategy?

It is difficult to manage and secure various private and public cloud workloads and environments. Despite its
many advantages, multi-cloud adoption adds additional layers of management complexity, particularly when
cloud services are added haphazardly rather than planned. This complexity complicates management and
operations while increasing operational costs. Worse, few |IT teams have the expertise to manage a hybrid
deployment of public, private, and on-premises environments. Many organizations connect their clouds via their
on-premises data center WAN edge, which is secure but limits multi-cloud capabilities. This approach may also
result in increased deployment complexity, inconsistent network performance, and costly connectivity. Instead,
enterprises with a multi-cloud environment require a unique strategy to protect their network.

2.3 What is Zero Trust Model?

The zero-trust security model, also known as zero trust architecture (ZTA), zero trust network architecture
(ZTNA), and sometimes as perimeterless security, describes a method for designing and implementing
information technology systems. The zero-trust security model is based on the concept of "never trust, always
verify," which means that devices should not be trusted by default, even if they are connected to a permissioned
network such as a corporate LAN and have previously been verified. ZTNA is implemented by establishing
strong identity verification, validating device compliance before granting access, and ensuring that only explicitly
authorized resources have the least privileged access.
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The majority of modern corporate networks are made up of many interconnected zones, cloud services, and
infrastructure, connections to remote and mobile environments, and connections to non-traditional IT, such as
loT devices. The rationale behind zero trust is that the traditional approach — trusting devices within a fictitious
"corporate perimeter" or devices connected via a VPN — is no longer applicable in the complex environment of
a corporate network. The zero-trust approach promotes mutual authentication, which includes checking the
identity and integrity of devices regardless of location and providing access to applications and services based
on device identity and device health in conjunction with user authentication. The zero-trust architecture has been
proposed for application in specific areas such as supply chains. Zero-trust tenets can govern both data
management and access. To achieve the least privileged access to resources and zero trust data security, every
request to access the data must be dynamically authenticated. Attribute-Based Access Control allows policies
to be implemented based on the attributes of the data, the identity of the user, and the type of environment, in
order to access, can be permitted (ABAC). Access to the data can be safeguarded using this zero-trust approach
to data security.
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Figure 01: Zero Trust Architecture
(Source: Zero Trust Model - Modern Security Architecture | Microsoft Security)

Before granting access, each access request is fully authenticated, authorized, and encrypted. To reduce lateral
movement, micro-segmentation and least privileged access principles are used. To detect and respond to
anomalies in real-time, rich intelligence and analytics are used.
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3. Security challenges faced by IT organizations in the cloud and multi-cloud

environments.

Nowadays, practically everything we do involves cloud computing, and most businesses use the cloud in some
capacity. Businesses are already integrating a multi-cloud approach into their workflow to take advantage of all
the special advantages offered by cloud service providers. IT decision-makers must make sure they have a solid
plan for incorporating these technologies into their operations.

Due to the greater flexibility, scalability, and elasticity that multi-cloud architectures provide; many businesses have
jumped headfirst. However, those advantages come at the expense of a somewhat more complex network, which
in turn creates some serious security difficulties. It is crucial to address and get ready for these several cloud security
concerns before you start your deployment because prevention is always preferable to cure.

IT decision-makers have been heavily focused on the multi-cloud trend. Nearly 70% of businesses, according to
Gartner, have multi-cloud strategies in place. Organizations must learn more about each cloud's capabilities and
use them to their advantage.

Multi-cloud initiative acceptance and implementation is a challenging, rather complex procedure. Cloud security is
one of the main focal areas it encompasses, requiring specialized and extensive technological, cultural, and process
innovation. Some of the main security issues that businesses have when implementing a multi-cloud strategy are
the ones listed below.

I.  Configuration Errors

When businesses move workloads to the cloud, misconfigured security and privacy settings are common
security risks. Even the most experienced network administrator occasionally makes errors, and the pre-
migration training provided by vendors may not be sufficient for the challenging duties needed in setting up
some cloud services. This challenge multiplies when you choose a multi-cloud strategy where your IT team
is in charge of maintaining the settings of several platforms and making sure they can securely connect.
Automation is a key tool for reducing and eliminating human error. Automated error checking and security
monitoring technologies can find problems before they are used in production, or they can completely
replace people from the setup process.

Il User Access Controls
User access control management is more difficult and complex in multi-cloud setups. Despite the built-in
controls your cloud providers offer for managing user permission and access privileges, a multi-cloud
strategy would require you to simultaneously manage various user access systems. Without a centralized
management system, maintaining uniform policies across numerous platforms is a logistical nightmare. A
centralized framework that supports all of your cloud platforms and enables you to implement uniform
security and access policies is necessary for a successful multi-cloud security strategy.

111 Workload Freshness

Any security strategy must prioritize workload freshness and patch management. Your workloads must use
the most recent version of any dependencies, and your systems must be kept up to date to ensure that any
known vulnerabilities are patched. You must deal with the unique vulnerabilities, patch schedules, and
update processes of each distinct platform in a multi-cloud scenario while making ensuring that all cloud
instances are running the same version. Due to the logistical difficulties involved in preserving freshness,
certain IT teams may develop poor habits. A unified multi-cloud management solution can help in this
situation by keeping track of updates and monitoring all of your cloud systems so your team can quickly
apply patches and conduct refreshes.
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Visibility

Visibility is a significant problem for cloud security, and multicolored techniques make it worse. You might
not automatically have access to every tier of the cloud computing stack when you utilize a third-party cloud
provider, which means you are not aware of all security holes or vulnerabilities. Even though cloud service
providers frequently include some form of built-in monitoring in their offerings, this may not give you
complete insight or granular recording. Additionally, administering multiple built-in monitoring tools
simultaneously in a multi-cloud scenario is impossible. Multi-cloud architectures that enhance security and
privacy run the danger of losing track of data. With the use of technologies, it is frequently observed that
the IT team may have access to information about the various cloud platforms. They struggle, meanwhile,
to recognize or connect data threats across several cloud platforms. Any security solution used to protect
the IT infrastructure must smoothly exchange security control information. Additionally, these security tools
must cooperate in order to counteract cyberattacks when they happen. You need a centralized cloud
monitoring solution that works with all of your platforms if you want complete visibility over your multi-cloud
architecture.

Application Hardening

An important element in managing cloud security is to keep your apps resilient to potential compromises
and hardened against assaults. When your applications depend on or have components distributed across
various clouds, this becomes more difficult. This procedure can be made simpler by managing and
controlling the security of all your APIs using a centralized cloud security or multi-cloud management
solution.

Data Governance

Given the enormous amount of data that today's businesses process, data governance is a huge challenge
in every setting. This difficulty multiplies when you employ a multi-cloud strategy. Strong data governance
methods are needed to make your multi-cloud data secure and accessible to the users, processes, and
apps that need it.

You can keep track of where your data is, who has access to it, and who is changing it across all of your
cloud providers with the use of multi-cloud data monitoring and governance tools. In the end, though, you
must begin with thorough written regulations that contain precise instructions for who should have access
to sensitive information and precise penalties for those who disobey. The process of deploying multi-cloud
data governance technology and controls will be more simplified and efficient with this policy framework in
place.

Shared Security Model

According to the shared security model used in cloud computing, you are in charge of some parts of cloud
security while your provider is in charge of the rest. You cannot assume that every platform in a multi-cloud
environment provides the same level of security because the exact location where this line is drawn can
differ from provider to provider. You can track the security requirements of each unique provider and
establish the proper controls with the aid of a multi-cloud management solution. Another tactic is to identify
the service that places the greatest burden on you to manage your cloud security, and then use multi-cloud
management to implement those policies and controls everywhere. In the shared security approach,
organizations must still play their part. For them to be able to monitor vulnerabilities, they must comprehend
the multi-cloud deployment zones and accounts where they need visibility. Organizations must bear a
number of factors in mind as they integrate multi-cloud architecture. These platforms must be carefully
chosen because these firms will be using several cloud computing platforms concurrently. The
organizations must also be fully conversant with each CSP that they are collaborating.
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VIIl. Enforcement & Function
It is imperative that the security functions and enforcement operate in harmony with the cloud environments
where they are implemented. Organizations must be able to recognize information that complies with the
cloud infrastructure being employed if they are to accomplish this. At the same time, security functionality
needs to be distributed consistently across all cloud infrastructures. It is frequently observed that all clouds
being used are best supported by third-party, cloud-based security technologies.

IX. Attack Front
Organizations run the danger of greatly increasing their attack surface when integrating several clouds. As
a result, these firms give top emphasis to security posture, which encourages the adoption of a
comprehensive strategy for both agility and security. With the introduction of new technologies, it is
essential that multi-cloud solutions offer the flexibility to transition between services in a secure manner,
regardless of their topology and location.

What is means for the organizations is, you may advance infrastructure modernization, accelerate security
transformation, and drive digital strategy with the aid of a secure multi-cloud architecture. Organizations embracing
multi-cloud must from the outset incorporate security problems into their strategy. They need to keep working to
improve data visibility across all cloud platforms and ensure the harmony of integrated security solutions. Multicloud
architectures are hailed as a fantastic approach to creating an adaptable, economical infrastructure in the near
future.

4. Zero Trust model and framework.

The zero-trust security paradigm often referred to as zero trust architecture (ZTA), zero trust network architecture,
or zero trust network access (ZTNA), and occasionally referred to as perimeterless security, defines a method for
designing and putting IT systems into place. "Never trust, always verify" is the guiding principle of the zero-trust
security model, which states that devices should not be trusted by default, even if they are connected to a
permissioned network like a corporate LAN, and even if they have already been confirmed. Strong identity
verification is established, device compliance is verified before access is granted, and least privilege access is
ensured to only expressly permitted resources in order to execute ZTNA.

ZERU_;;LRUST

S

Figure 03: Zero Trust Network Access
(Source: zero trust in multi-cloud - Bing images)

2023 Dell Technologies Proven Professional Knowledge Sharing 9


https://www.bing.com/images/search?view=detailV2&ccid=rvfhVLk4&id=A801EC6D1D4EF2FC8417FC0899D0F2CD9321232D&thid=OIP.rvfhVLk4UR9fBEp7V1UJQgHaEE&mediaurl=https%3A%2F%2Frockit.cloud%2Fwp-content%2Fuploads%2F2020%2F01%2Fzero-trust-44.png&exph=510&expw=928&q=zero+trust+in+multi-cloud&simid=608013592516104274&form=IRPRST&ck=4892B582038B535EEC0038B9FB342741&selectedindex=7&ajaxhist=0&ajaxserp=0&vt=0&sim=11

Many interconnected zones, cloud services, mobile connectivity, connections to remote and mobile settings, and
links to non-conventional IT, including loT devices, make up the majority of modern business networks. The
justification for zero trust is that it is irrelevant in the complicated environment of a corporate network to trust devices
within a notional "corporate perimeter" or devices connecting via a VPN. The zero-trust approach promotes mutual
authentication, which includes examining the identity and integrity of devices without considering their location and
granting access to applications and services based on the confidence of device identity and device health combined
with user authentication. The usage of the zero-trust architecture has been suggested for some contexts, including
supply chains.

5. Getting started with zero trust for multi-cloud.

By removing implicit trust and regularly confirming each level of a digital transaction, the zero-trust approach to
cybersecurity safeguards a business. Zero Trust, which is based on the maxim "never trust, always verify," uses
strong authentication techniques, network segmentation, lateral movement prevention, Layer 7 threat prevention,
and simplified granular, "least access" policies to protect modern environments and facilitate digital transformation.

Zero Trust was created based on the realization that traditional security models operate on the outdated assumption
that everything inside an organization’s network should be implicitly trusted. This implicit trust means that once on
the network, users — including threat actors and malicious insiders — are free to move laterally and access or
exfiltrate sensitive data due to a lack of granular security controls.

Simplifying Zero Trust for User-Based Security: It has never been more important to adopt a Zero Trust approach
since digital transformation is accelerating in the form of a rising hybrid workforce, continuing cloud migration, and
the change of security operations. A well-implemented Zero Trust architecture not only produces improved overall
security levels but also lower security complexity and operational overhead.

5.1 A 6-Step Process for Implementing Zero Trust for the Cloud

Establishing your company's objectives for deploying Zero Trust in the cloud and your targeted business outcomes
is crucial before you start.

Step 0: Visibility and Critical Asset Identification

The identification of the network's most important and valuable data, assets, applications, and services is one of
the initial steps in the Zero Trust process. As well as making it possible to create Zero Trust security policies, this
aids in prioritizing where to start. Organizations should prioritize and defend these assets as part of their journey to
zero trust by selecting the most important assets.

Step 1: Determine what kinds of software (public, private, SaaS, etc.) and data (secret, sensitive, insignificant),
where they are located, and who is accessing and utilizing them, that your firm has. Define your project surface by
listing the assets, apps, data, and services that are most important to your company.

Step 2: Map the transaction flows in step two (i.e., how your applications actually work).
Step 3: Design the new cloud architecture and set up partitions between users and apps.

Step 4: Establish contextual access restrictions based on least-privilege principles and create your company's Zero
Trust policies based on who should have access to what information. Inform users of your firm's security policies
and what is expected of them when they use the applications and data stored by your company in the cloud.

Step 5: Keep your Zero Trust environment under observation and upkeep. This entails continuously monitoring and
logging every traffic in order to spot odd activity and make security-related policy decisions. You protect surface
can expand with active monitoring, allowing you to modify the architecture and increase security.
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6. Why do Companies need Zero Trust in a cloud and multi-cloud

environment?
The needs of today's IT infrastructure are met by zero trust security. In addition to hosting networks and programs,
the cloud also stores data. Organizations are shifting their resources to providers of software as a service and cloud-
based infrastructure.

« Every user is verified and authenticated using this approach of resource security, all network traffic is monitored
and limited, and credentials are secured using multilayer authentication. Only the appropriate users are
authenticated to the locked-down devices, which are secured. In terms of networks, users can use VPNs to
secure their network connection, or IT staff can utilize VLAN segmentation to separate who has access to what
resources. There are additional options for geofencing by IP and location to more strictly regulate network

access.

Additionally, using cloud-based architecture for zero-trust security implementation is more affordable and
adaptable for businesses of any size or nature. IT departments can benefit from greater security without
sacrificing usability because to the lack of maintenance-related issues with on-prem hardware and deep

integration.

6.1 Use case
How to Protect Multi-Cloud Identities with Zero Trust in Microsoft 365

The business agility, user experiences, and protections required for a continuously changing digital estate cannot
be provided by the conventional methods of identity security. To address these issues and enable the new normal
of working anywhere, with anyone, at any time, several organizations are introducing zero trust.
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Figure 02: Expanded access to multiple sources needing IAM (Identity Access Management
(Source: How to Protect Multi-Cloud Identities with Zero Trust in Microsoft 365 (avepoint.com))

But the larger ecosystem of remote users who utilize various devices increases the number of attack surfaces that
can be used. As a result, there is a chance that an attacker will discover details about a person or device in order
to acquire access. Zero Trust techniques help to mitigate these risks before they materialize into actual attacks.
The new identity and access paradigm give users and devices more flexibility when it comes to accessing
applications and data. Additionally, the diversity of devices, programs, and data that are connected to the Internet
spreads identities widely and increases the attack surface for malicious actors.
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However, in order to access apps, user identities nowadays heavily rely on usernames and passwords. A portion
of the risk is reduced by the use of conditional access controls and multi-factor authentication (MFA). Businesses
should evaluate and make plans for ways to optimize identity and access management to reduce or do away with
the need for passwords.

The following advice should be used for identification and access management. All devices and applications support
password-less authentication. Mobile device management (MDM) or mobile application management (MAM)
policies should be registered on all devices accessing company applications and resources. Real-time analysis of
the user, device, location, and behavior to assess risk and provide continuing security.

By maximizing identity and access management, users' identities are verified at every access attempt, and their
reliability is frequently confirmed. This is the cornerstone of putting the Zero Trust philosophy into practice.

Password-less solutions that enforce Zero Trust use MFA to secure your applications with two sources of validation.
In order to confirm identity before giving access, these sources of validation include something they are (a biometric
fingerprint or face recognition) and something they have (a phone or token). Note that the MFA scenario does not
include the "something you know" (passwords or pin numbers). Administrators can select the authentication
technique that best suits the workflow of their users from a variety of accessible options.

7. Future of multi-cloud with zero trust security

Leaders in almost every field are now concerned with cybersecurity, and if they are not, they are merely not paying
attention.

A security issue is more likely to occur when it does than if it does. This is especially true for businesses engaged
in the banking, finance, healthcare, and government sectors, which deal with sensitive data that is frequently subject
to strict regulations. These businesses now face a new challenge in addition to ransomware gangs, con artists, and
insider threats: safeguarding the data perimeter in a multi-cloud environment.

Multi-cloud settings bring new types of opportunities and security issues for hybrid work, multinational
organizations, and beyond. 89 percent of enterprises, according to a report from 2022, use several clouds to
deploy their applications and services, with 80 percent using a hybrid strategy that mixes both private and
public clouds.

However, regardless of whether the data is encrypted or rendered unintelligible using a technique like
tokenization or data masking, according to the Ponemon Institute's 2022 Global Encryption Trends Study, which
was funded by Entrust, 55 percent of respondents acknowledged that their organizations transfer sensitive or
confidential data to the cloud. According to Anudeep Parhar, Chief Operating Officer-Digital at Entrust, the world
leader in security protection for identities, payments, and digital infrastructure, "multi-cloud is a fundamental
transformation on par with when the internet was formed." "While increasing their attack surfaces, it frees up
innovation for businesses. However, the person in charge of protecting sensitive data does not change when a
business switches to the cloud.

The importance of the security fundamentals—access control, trusted identity supported by public key
infrastructure (PKI), and robust encryption with safe key management—has never been greater. Entrust's main
goal is to assist businesses in securing their multi-cloud operations so they can seize opportunities despite
evolving risks.
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7.1 Securing Infrastructure for Multi-Cloud

Zero-trust security principles and procedures are becoming more widely used as a result of the difficulty in
safeguarding multi-cloud operations.

The conventional approach to IT security for chief information officers has been to use firewalls and endpoint
protection to digitally lock the entry and keep out potential attackers. But the proliferation of remote devices, loT,
and the hybrid office has coincided with the expansion of multi-cloud operations. Threat actors will therefore find
it simpler to open new doors or trick workers, vendors, or cloud partners into doing so. Therefore, it should come
as no surprise that there has been an increase in cyberattacks following COVID-19, including the growing
dangers of ransomware and wiper malware as well as a thriving market for sensitive data. Businesses now have
more opportunities for growth and innovation thanks to multi-cloud operations, but they also require new
knowledge and information security guidelines. To assist manage costs and guarantee that organizations stay
nimble, those in charge of information security (ClOs and CISOs) need to alter their operations to take advantage
of a shared accountability model with their cloud vendors.

ClOs must therefore adopt a fresh perspective on perimeter security and presume that the bad guy is already
inside your network. The zero-trust strategy begins there. A mindset focused on data and cyber resilience must
replace the conventional approach to cyber and data security.

7.2 Evolving Encryption

Security relies heavily on encryption, but standards for it are evolving. Theoretically, quantum computing, a whole
new approach that would take hundreds of years for supercomputers to accomplish calculations, is being
developed by researchers at top tech firms. Therefore, malicious parties might utilize these quantum computers
to decrypt the keys of nearly any encrypted system Parhar thinks that quantum computing "could come in the
next few years, or it might be several years down the line." However, a threat actor could adopt a "store now,
decrypt later" strategy. It is just one more illustration of how state-sponsored cybercriminals are combining with
developing technologies to pose fresh risks to businesses. Having a partner in this setting is essential for assisting
in the preparation of business for the post-quantum era.

Entrust collaborates with ClOs to build a resilient infrastructure that changes quickly enough to stay one step
ahead of malicious actors in order to safeguard multi-cloud platforms—and encryption—for the future. The first
service the business provides is a cryptographic Centre of excellence, which aids clients in identifying their
cryptography real estate and determining what data is encrypted and how. Next, Entrust provides lifecycle
management of the found crypto assets, assisting businesses in maintaining the accuracy of their keys and
certificates. Finally, Entrust supports clients in managing shared responsibility in the multi-cloud environment by
managing collaborations with outside vendors to ensure that cloud participants are contributing to security when
workloads migrate across clouds.

8. Zero Trust with Dell Technologies

In order to test enterprise environments on an architecture that has been approved by the US Department of
Defense, clients can use the cybersecurity blueprint provided by the Zero Trust Center of Excellence by Dell
Technologies. Customers may increase their cyber resilience with the aid of new Dell cybersecurity services,
endpoints, and protection solutions. By easing interoperability across IT systems, Dell hopes to make the
deployment of Zero Trust cybersecurity simpler.

In the spring of 2023, Dell Technologies (NYSE: DELL), CyberPoint International, and the Maryland Innovation
Security Institute (MISI) will launch a Zero Trust Center of Excellence at DreamPort, the top cybersecurity
innovation hub for the U.S. Cyber Command. Additionally, Dell introduces new endpoint security products to
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support hybrid work, ransomware protection for object storage data, and cybersecurity services that let
businesses evaluate their level of Zero Trust and cyber resilience maturity.

The cybersecurity concept is known as "Zero Trust" encourages enterprises to move away from relying simply
on perimeter defenses and toward a proactive approach that only permits known-good behavior across
ecosystems and data pipelines. It enables businesses to coordinate their cybersecurity approach across data
centers, clouds, and edge locations. Dell wants to facilitate the design and integration of this architecture so that
clients can achieve Zero Trust outcomes.

According to John Roese, global chief technology officer at Dell Technologies, "In a multi-cloud world, an
organization's cybersecurity strategy must transcend its infrastructure and extend to its apps and data." "We think
that the optimum course of action is a Zero Trust strategy. With its broad global partner ecosystem, solid IT and
security foundation, and experience integrating new technologies, Dell can assist customers in streamlining their
cybersecurity transformations.

R/

« Center of Excellence to accelerate the adoption of Zero Trust

In order to give corporations a safe data center to test Zero Trust use cases, Dell will power the Zero Trust Center
of Excellence at DreamPort alongside MISI, CyberPoint International, and a group of industry small, women-
owned, and veteran-owned firms. The Department of Defense Zero Trust Reference Architecture will serve as
the Center of Excellence's foundation as businesses test configurations before deploying them in their own
environments. Dell will give a reproducible blueprint of the architecture by orchestrating across a broad
ecosystem, lowering the integration and orchestration complexity for clients, and enabling a shorter adoption
path. Horace Jones, president of CyberPoint International, stated that "we believe our crucial collaboration with
Dell Technologies at the DreamPort Center of Excellence will drive rapid innovation and integration of Zero Trust
solutions to help the U.S. government and commercial enterprises defend increasingly complex and ongoing
cyber threats."

Services for cybersecurity to comply with Zero Trust and lower risk: Dell Cybersecurity Advisory Services offer
enterprises a roadmap to Zero Trust that builds on their current cybersecurity assets to assist organizations in
aligning to Zero Trust principles and achieving cyber resiliency. These services assist customers to identify and
close security holes, deciding which cutting-edge technology to deploy, and learning how to maintain ongoing
vigilance and governance for long-term cyber resilience. Organizations that partner with Dell have access to the
tools and practical knowledge they need to secure their data and IT environments.

Dell now offers a new Vulnerability Management solution with Dell specialists that routinely scan customer
environments for vulnerabilities, provide a complete picture of exposures, and assist in prioritizing patching
operations in order to reduce attack surfaces and better protect enterprises.

Hybrid work is supported by commercial PC cybersecurity services. Secure devices are essential to a Zero Trust-
ready company since breaches can occur both above and below the operating system. With new products, Dell
is able to help customers prevent, detect, and respond to threats wherever they may appear while also giving
them more control over the IT environment.

Hardware safeguards for the most secure business PCs available: Customers can now choose Dell to disable
PC ports before shipment to assist avoid tampering with BIOS settings in order to address escalating supply
chain concerns. To provide more physical security measures during shipping, Dell is also extending the
availability of tamper-evident seals to Asia-Pacific, Europe, the Middle East, and Africa.

The new integration of telemetry between Splunk consoles and Microsoft Intune, a component of Microsoft
Endpoint Manager, allows organizations to identify potential manipulation with a PC's BIOS. IT managers can
secure, manage, and configure Dell PCs in the Microsoft Endpoint Manager admin center, including BIOS
configuration and password management. Intune will soon offer these features, which Dell is the first to market
with and which will assist guarantee user productivity while lowering IT complexity.
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Advanced software defenses: Dell's new capabilities hasten attack detection and response. Additionally, a new
data loss prevention service offers greater visibility and policy control over this activity to protect critical data from
unwanted downloads onto external USB storage devices.

« Enhanced object storage cyber defense and recovery: Utilizing cutting-edge cyber protection solutions
that isolate data, intelligently detect threats, and enable quick data recovery is essential to addressing the
development of object storage data, such as videos and images. In order to manage the growth of object
storage data, such as movies and photographs, cutting-edge cyber protection solutions that isolate data,
intelligently detect threats, and enable speedy data recovery are crucial.

9. Benefits and Tips:

R/
0.0

Improved Security Results

Every stage of a digital transaction is continuously validated by Zero Trust, which eliminates any
implicit trust. Policies and controls must be applied across people, applications, and infrastructure to
decrease risk and complexity while attaining enterprise resilience in order for a company to mature into
a real Zero Trust Enterprise

Infrastructure Simplified

On its network, the typical business uses 45 cybersecurity-related products.1 More tools lead to more
complexity, and complexity leads to security holes. Zero Trust offers the chance to restructure security
in a way that achieves the objectives of digital transformation while lowering risk and general
complexity.

Reduced operating expenses

Consider using a single control that can be implemented across the entire enterprise as opposed to
using numerous nonintegrated security controls across all domains. A Zero Trust Enterprise reduces
the cost of deployment and operations by making security a single-use case.

To facilitate the upkeep of Zero Trust in the cloud:

Implement Zero Trust in the cloud by using security tools offered by the cloud.

Ensure that users have a smooth, secure, and secure experience regardless of where they are
physically situated, how they connect, or which applications they choose to utilize. Otherwise, they
will not accept it if the user experience is too hard or necessitates too much change each time they
work from a different location or use a different program.

By restricting user access depending on the context, you may decrease the attack surface area.
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10. Conclusion

It is crucial to take security measures into account when moving to the cloud to make sure your business stays on
top of new dangers. A "never trust, always verify" mentality is established via a zero-trust strategy.

To stop illegal access and data loss, Zero Trust requires constant visibility, enforcement, and granular access
control that can be provided either directly on the device or through the cloud. No matter where the users are, what
device they are using, or where your workloads and applications are housed, user-generated requests must always
be checked to guarantee that only authenticated users are obtaining safe access to permitted apps and data.

Your company will gain a lot from using Zero Trust, including:

l. Better insight into data, assets, and risks.

Il. Reliable and thorough security.
Il. Enhanced speed and agility to keep up with developing technology.
V. Reduced operational cost and complexity.

It does not have to be challenging to go to the cloud. To ensure that your company remains connected—and
secure—during your digital transition, consider a Zero Trust approach.

Learn more at www.Dell.com/Certification 16



11. References

1. Fortinet Multi-Cloud security challenges: https://www.fortinet.com/blog/industry-trends/multi-cloud-security-
challenges-key-tips

Wikipedia Page: Zero trust security model - Wikipedia

Microsoft Zero-Trust: Zero Trust Model - Modern Security Architecture | Microsoft Security

Copado Multi-cloud security: 7 Multi-Cloud Security Challenges and How to Combat Them (copado.com)

IEEE Xplore: Performance Analysis of Zero-Trust multi-cloud | IEEE Conference Publication | IEEE Xplore

Wikipedia Zero Trust: Zero trust security model - Wikipedia

N o g ks~ oeoDd

Palo Alto Network Zero Trust: www.paloaltonetworks.com/zero-trusts

What is a Zero Trust Architecture - Palo Alto Networks

8. Wired Future of Multi-cloud https://www.wired.com/sponsored/story/the-future-of-multi-cloud-security/

9. Jumpcloud Zero Trust securityhttps://jumpcloud.com/blog/cloud-model-zero-trust-security

10. AvePoint Zero-Trust Security Protection: https://www.avepoint.com/blog/protect/zero-trust-identity-protection

11. Palo Alto Networks Whitepaper: Applying Zero Trust to Cloud Environments (paloaltonetworks.com)

12. Dell Technologies Zero Trust Solutions to protect Multi-cloud Environments: Dell Technologies Delivers Zero
Trust, Cybersecurity Solutions to Protect Multicloud and Edge Environments | Dell USA

Disclaimer: The views, processes or methodologies published in this article are those of the
authors. They do not necessarily reflect Dell Technologies’ views, processes, or methodologies.

Dell Technologies believes the information in this publication is accurate as of its publication
date. The information is subject to change without notice.

THE INFORMATION IN THIS PUBLICATION IS PROVIDED “AS I1S.” DELL TECHNOLOGIES
MAKES NO RESPRESENTATIONS OR WARRANTIES OF ANY KIND WITH RESPECT TO
THE INFORMATION IN THIS PUBLICATION, AND SPECIFICALLY DISCLAIMS IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

Use, copying and distribution of any Dell Technologies software described in this publication requires an applicable
software license.

© 2023 Dell Inc. or its subsidiaries. All Rights Reserved. Dell and other trademarks are trademarks of Dell Inc. or

its subsidiaries. Other trademarks may be trademarks of
their respective owners.

2023 Dell Technologies Proven Professional Knowledge Sharing 17


https://www.fortinet.com/blog/industry-trends/multi-cloud-security-challenges-key-tips
https://www.fortinet.com/blog/industry-trends/multi-cloud-security-challenges-key-tips
https://en.wikipedia.org/wiki/Zero_trust_security_model
https://www.microsoft.com/en-in/security/business/zero-trust
https://www.copado.com/devops-hub/blog/7-multi-cloud-security-challenges-and-how-to-combat-them#:%7E:text=7%20Multi%20Cloud%20Security%20Challenges%201%201.%20Configuration,Governance%20...%207%207.%20Shared%20Security%20Model%20
https://ieeexplore.ieee.org/document/9582229
https://en.wikipedia.org/wiki/Zero_trust_security_model
http://www.paloaltonetworks.com/zero-trusts
https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-architecture
https://www.wired.com/sponsored/story/the-future-of-multi-cloud-security/
https://jumpcloud.com/blog/cloud-model-zero-trust-security
https://www.avepoint.com/blog/protect/zero-trust-identity-protection
https://start.paloaltonetworks.com/apply-zero-trust-cloud-environments.html
https://www.dell.com/en-us/dt/corporate/newsroom/announcements/detailpage.press-releases%7Eusa%7E2022%7E10%7E10042022-dell-technologies-delivers-zero-trust-cybersecurity-solutions-to-protect-multicloud-and-edge-environments.htm#/filter-on/Country:en-us
https://www.dell.com/en-us/dt/corporate/newsroom/announcements/detailpage.press-releases%7Eusa%7E2022%7E10%7E10042022-dell-technologies-delivers-zero-trust-cybersecurity-solutions-to-protect-multicloud-and-edge-environments.htm#/filter-on/Country:en-us

	Zero Trust-The Future of Multi-Cloud Security-cover1.pdf
	2023KS_Gowdar-Zero_Trust-The_Future_of_Multi-Cloud_Security
	Zero Trust-The Future of Multi-Cloud Security
	Abstract:
	Introduction:
	2. Overview
	2.1 What is Multi-cloud Security?
	2.2 Why Do your IT enterprises need a Multi-cloud Security Strategy?
	2.3 What is Zero Trust Model?

	3. Security challenges faced by IT organizations in the cloud and multi-cloud environments.
	4. Zero Trust model and framework.
	5. Getting started with zero trust for multi-cloud.
	5.1 A 6-Step Process for Implementing Zero Trust for the Cloud

	6. Why do Companies need Zero Trust in a cloud and multi-cloud environment?
	7. Future of multi-cloud with zero trust security
	7.1 Securing Infrastructure for Multi-Cloud
	7.2 Evolving Encryption

	8. Zero Trust with Dell Technologies
	9. Benefits and Tips:
	10. Conclusion
	11. References



